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AbstractThe Internet of Things (IoT) has become an important technology in the development of modern access control 

systems. This study presents the design and implementation of an IoT-based Smart Dorm Key system employing a two-factor 

authentication mechanism using voice password verification and fingerprint authentication to improve dormitory access 

security. The proposed system is designed for Telkom University dormitories and enables real-time access control, 

monitoring, and access log synchronization through internet connectivity. The system utilizes an ESP32 microcontroller as 

the main controller integrated with an AS608 fingerprint sensor, solenoid door lock, no-touch sensor, LCD display, and 

buzzer to support authentication and door operation. Voice password verification is performed through a mobile application 

as the first authentication layer before fingerprint verification is conducted as the second layer. Experimental results show 

that the fingerprint sensor achieved 100% accuracy under normal conditions, while its performance decreased under wet and 

dirty finger conditions with accuracy values of 8% and 11%, respectively. The no-touch sensor operated reliably with a 

maximum detection distance of 10.5 cm. The results indicate that the proposed system is capable of implementing layered 

authentication and real-time monitoring, although further improvement is required to enhance performance under non-ideal 

conditions. 
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1. INTRODUCTION 

Telkom University dormitories still use traditional security systems in the form of manual keys and handwritten 

logbooks, which are vulnerable to manipulation, prone to human error, and considered inefficient for monitoring 

access activities [1]. Such conventional mechanisms provide limited control and traceability, thereby reducing 

the effectiveness of security management within the dormitory environment. This condition creates opportunities 

for the application of Internet of Things (IoT) technology to enhance the safety and access control of dormitory 

residents. In the Smart Dorm Key system, IoT functions as an integrated framework that connects hardware 

components responsible for door authentication with software applications used by residents and administrators 

for verification and monitoring purposes. 

The implementation of IoT in the Smart Dorm Key system focuses on the integration of an ESP32 

microcontroller, a fingerprint sensor, and voice verification as the primary authentication components. These 

components are connected through a Wi-Fi network and linked to a server and Firebase database, enabling real-

time data exchange, processing, and storage of access information [2]. The proposed system supports multi-layer 

authentication mechanisms, automatic access log recording, and synchronized door control, ensuring seamless 

coordination between hardware devices and software applications. 

Several related studies have explored IoT-based door security systems using different authentication 

methods, yet most of them still rely on a single or environment-dependent authentication approach. Anam 

implemented an IoT-based door security system utilizing a Raspberry Pi 4 combined with face recognition and 

an ultrasonic sensor to enhance access validation and intrusion detection capabilities [3]. Although this approach 

improves monitoring, facial recognition performance remains dependent on lighting conditions, camera 

positioning, and user visibility. Other studies have developed ESP32-based door security systems employing 

sound sensor-based authentication mechanisms as alternative biometric approaches [4], while IoT-based smart 

door lock systems using ESP32-CAM and facial recognition with Android integration have also been proposed 

[5]. However, both sound- and camera-based systems may experience reliability issues caused by environmental 

noise, hardware limitations, or privacy concerns. 

Fingerprint-based biometric access control systems have also been implemented to improve physical 

security in various environments, demonstrating reliable authentication performance under controlled conditions 

[6]. Nevertheless, fingerprint-only systems remain susceptible to authentication failure due to improper finger 

placement, dirty fingers, or sensor degradation. Furthermore, contactless door lock systems utilizing voice 

authentication have been developed and evaluated as alternative biometric access control methods [7][8]. 

Despite offering hands-free operation, voice-based systems are sensitive to background noise and voice 

variation, which may affect verification consistency. These limitations indicate that single-authentication 

approaches often involve trade-offs between usability, robustness, and environmental adaptability. However, 

limited studies have explored the integration of fingerprint and voice verification within an IoT-based smart lock 

system specifically designed for dormitory environments. 
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Based on these findings, integrating fingerprint and voice verification offers a complementary layered 

authentication approach, where each method compensates for the limitations of the other. Fingerprint 

authentication provides stable identity verification independent of lighting conditions, while voice verification 

serves as an additional access layer without requiring physical tokens or camera systems. In addition to 

authentication design, security and privacy remain critical challenges in IoT-based systems due to their 

distributed architecture and internet connectivity, which expose connected devices to potential cyber threats, 

unauthorized access, and data leakage risks [9]. Therefore, secure communication and proper access 

management are important considerations in the implementation of IoT-based dormitory security systems. 

The development of the Smart Dorm Key system also requires an understanding of several supporting 

technologies used to build a secure and user-friendly IoT-based access control system. The Internet of Things 

enables the interconnection of physical devices with digital systems, allowing real-time communication, 

monitoring, and control through internet connectivity [10]. IoT systems generally consist of three layers, namely 

the perception layer, network layer, and application layer [10], and have been widely studied as a framework for 

intelligent services in smart homes and security systems [11]. In this study, IoT serves as the communication 

backbone between the ESP32 microcontroller, Firebase server, and Android application, enabling real-time 

access logging and centralized monitoring [2]. 

In addition, the Arduino IDE serves as the primary development environment for programming and 

configuring the system. The Arduino IDE provides a simple and intuitive interface that supports embedded 

system development, debugging, and integration with various sensors and network modules [12]. Its accessibility 

and extensive library support have led to widespread adoption in IoT prototyping and development [13]. In the 

Smart Dorm Key project, the Arduino IDE is utilized to program the ESP32 microcontroller and manage 

communication between hardware and software components. The ESP32 is widely used in IoT-based electronic 

systems due to its integrated Wi-Fi and Bluetooth capabilities. In the Smart Dorm Key system, the ESP32 

functions as the central controller that manages authentication logic, hardware communication, and actuator 

control. Its dual-core processor enables multitasking, allowing simultaneous handling of sensor input, network 

communication, and system responses [14]. Furthermore, IoT-based embedded systems are designed to support 

scalability and interoperability, making them suitable for smart environments such as dormitories and smart 

homes [15]. 

The AS608 fingerprint sensor is a commonly used biometric module in microcontroller-based security 

systems. This sensor captures fingerprint images, extracts unique features, and stores fingerprint templates 

internally, reducing the computational load on the microcontroller [16]. Fingerprint biometric authentication has 

been demonstrated as a reliable access control method under ideal conditions and is commonly used in multi-

factor security systems [17]. To improve usability, the system also incorporates a no-touch sensor, which enables 

users to unlock the door from inside the room without physical contact by placing their hand within a specified 

detection range [18]. This feature is intended to enhance hygiene and user convenience. Additionally, a solenoid 

door lock is employed as the physical locking mechanism. The solenoid operates using electromagnetic 

principles, in which electrical current generates a magnetic field that moves the locking pin to control door lock 

status [19][20]. 

Based on the identified limitations in previous studies and the supporting theoretical foundations 

discussed above, this study proposes an IoT-based Smart Dorm Key system integrating ESP32, fingerprint 

authentication, and voice verification to address operational and security requirements in dormitory access 

control systems. 

2. RESEARCH METHODOLOGY 

The methodology of this research focuses on the design and implementation of an IoT-based Smart Dorm Lock 

system. As part of a smart dormitory security system that employs machine learning for two-factor verification, 

IoT plays a crucial role in managing entry and exit access control. 

2.1 System Architecture 

The design of the Smart Dorm Key system operates by integrating two main functions: a mobile application as 

the user interface for initial voice verification and an IoT-based system utilizing an ESP32 microcontroller as the 

main control unit. The ESP32 serves as the central controller that connects and manages all hardware 

components used in the system. 

As illustrated in Figure 1, the system architecture diagram shows the workflow of the Smart Dorm Key 

system, describing the interaction between the mobile application, IoT components, and hardware devices during 

the access control process. 

The process begins when the user initiates the access procedure by inputting a registered voice code 

through the mobile application. This mobile application functions as the initial authentication interface and 

captures the user’s voice input for verification. The captured voice data is then processed and compared with the 

stored voice template in the system. If the voice input does not match the registered data, the authentication 
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process is terminated, and the user is required to repeat the voice verification step. If the voice verification is 

successful, the authentication result is transmitted to the ESP32 microcontroller via an internet connection. Upon 

receiving a valid voice authentication signal, the ESP32 activates the next verification stage by prompting the 

user to perform fingerprint authentication. The user is then required to place their finger on the fingerprint sensor 

to scan their fingerprint data. 

 

Figure 1. Smart Dorm Key System Flowchart 

The scanned fingerprint is verified by comparing it with the fingerprint data stored in the system. If the 

fingerprint does not match the registered data, the system will deny access and request the user to repeat the 

fingerprint verification process. However, if both the voice and fingerprint verifications are successfully 

validated, the authentication results are transmitted to the database and recorded automatically as an access log.  

Once the verification process is completed successfully, the ESP32 sends a control signal to the solenoid 

door lock to unlock the door. The solenoid door lock is then activated, allowing the user to enter the dormitory. 

After the access process is completed, the system returns to its initial standby state and is ready for the next 

authentication cycle. 

2.2 System Implementation 

The implementation phase in this study presents the realization of the IoT devices based on the previously 

designed system architecture. This process aims to ensure that all IoT hardware components are properly 

connected and operate optimally in accordance with the system design. 

 Based on Figure 2, the system design begins with a 12 V adapter that serves as the primary power supply 

for the Smart Dorm Key system. The output from the adapter is connected to a DC step-down converter to 

regulate and stabilize the voltage levels required by each hardware component. This voltage regulation is 

essential to ensure reliable operation and to prevent damage to sensitive electronic components. The ESP32 

microcontroller acts as the central processing and control unit of the system. It is interfaced with an AS608 

fingerprint sensor, which is responsible for capturing and verifying the user’s fingerprint data during the 

authentication process. The ESP32 is also connected to a relay module that functions as an electrical switch to 

control the solenoid door lock. When valid authentication is confirmed, the ESP32 activates the relay to supply 

power to the solenoid, thereby unlocking the door. 
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In addition to access control components, the system integrates a buzzer that provides audible feedback to 

the user, indicating authentication status such as successful access or access denial. A push button is included as 

a manual input component for system interaction and operational control. Furthermore, a 16×2 LCD display is 

utilized to present system information, status messages, and user instructions in real time, enhancing user 

interaction and usability. To support exit access from inside the room, the system incorporates a no-touch 

infrared sensor. This sensor allows users to unlock the door without physical contact by placing their hand within 

the sensor’s detection range, thereby improving convenience and hygiene. All components are electrically 

interconnected through the ESP32, enabling synchronized communication and coordinated operation between 

hardware modules within the Smart Dorm Key system. 

 

Figure 2. Smart Dorm Key Wiring Diagram 

3. RESULT AND DISCUSSION 

The Smart Dorm Key system was implemented and evaluated to assess the performance of its primary hardware 

components under different operating conditions. Testing in this study focused on the fingerprint sensor and no-

touch sensor as the main hardware modules integrated within the proposed system. Experimental results indicate 

that while the fingerprint sensor performed well under normal conditions, its performance decreased 

significantly under wet and dirty finger conditions, demonstrating limitations in practical real-world usage. 

These findings suggest that the current system implementation is functional under controlled conditions but still 

requires further improvement to achieve more reliable operation in diverse user environments. 

3.1 Fingerprint Sensor Testing 

Fingerprint sensor testing was conducted to evaluate the reliability and accuracy of the AS608 fingerprint sensor 

as one of the primary authentication components in the Smart Dorm Key system. The testing involved three 

participants, namely Hazbi, Trisucipto, and Faiq, who acted as registered users in the system. Each participant 

performed multiple fingerprint authentication attempts to ensure consistency and repeatability of the results. The 

testing procedure consisted of three experimental trials. In the first trial, five different fingers from the right hand 

of each participant were used. The second trial involved five different fingers from the left hand of each 

participant. The third trial was conducted using five randomly selected fingers from each participant. 

The fingerprint sensor was evaluated under three different conditions: normal finger condition, dirty 

finger condition, and wet finger condition. 

3.1.1 Normal Finger Condition 

The fingerprint sensor was first tested under normal finger conditions to evaluate its performance in an ideal 

environment. In this condition, participants performed fingerprint verification using clean and dry fingers. The 

results of this testing are presented in Table 1. 
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Table 1. Fingerprint Test Under Normal Condition 

Name 
Test 1 

Successful 
Test 1 Failed 

Test 2 

Successful 
Test 2 Failed 

Test 3 

Successful 
Test 3 Failed 

Hazbi ✓ 
 

✓ 
 

✓ 
 

Hazbi ✓ 
 

✓ 
 

✓ 
 

Hazbi ✓ 
 

✓ 
 

✓ 
 

Hazbi ✓ 
 

✓ 
 

✓ 
 

Hazbi ✓ 
 

✓ 
 

✓ 
 

Trisucipto ✓ 
 

✓ 
 

✓ 
 

Trisucipto ✓ 
 

✓ 
 

✓ 
 

Trisucipto ✓ 
 

✓ 
 

✓ 
 

Trisucipto ✓ 
 

✓ 
 

✓ 
 

Trisucipto ✓ 
 

✓ 
 

✓ 
 

Faiq ✓ 
 

✓ 
 

✓ 
 

Faiq ✓ 
 

✓ 
 

✓ 
 

Faiq ✓ 
 

✓ 
 

✓ 
 

Faiq ✓ 
 

✓ 
 

✓ 
 

Faiq ✓ 
 

✓ 
 

✓ 
 

Successfully captured fingerprints 45 

Failed captured fingerprints 0 

Fingerprint sensor accuracy (%) 100% 

Table 1 shows the fingerprint verification results for all participants under normal conditions. Based on 

the recorded data, all fingerprint attempts were successfully detected and verified by the AS608 sensor. A total 

of 45 fingerprint verification attempts were conducted, and all attempts were recorded as successful. Therefore, 

the fingerprint sensor achieved an accuracy of 100% under normal conditions. These results indicate that the 

AS608 fingerprint sensor performs reliably when no external disturbances affect the finger surface. 

3.1.2 Wet Finger Condition 

To evaluate sensor performance under non-ideal conditions, fingerprint testing was conducted using wet or moist 

fingers. This condition was designed to simulate real-world situations where users may attempt access with wet 

hands. The experimental procedure followed the same structure as the normal condition testing. The results of 

the wet finger condition test are presented in Table 2. 

Table 2. Fingerprint Test Under Wet Condition 

Name 
Test 1 

Successful 
Test 1 Failed 

Test 2 

Successful 
Test 2 Failed 

Test 3 

Successful 
Test 3 Failed 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Trisucipto ✓ 
  

✓ 
 

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Trisucipto 
 

✓ ✓ 
  

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Faiq 
 

✓ 
 

✓ 
 

✓ 

Faiq ✓ 
  

✓ 
 

✓ 

Faiq 
 

✓ 
 

✓ 
 

✓ 

Faiq 
 

✓ ✓ 
  

✓ 

Faiq 
 

✓ 
 

✓ 
 

✓ 

Successfully captured fingerprints 4 

Failed captured fingerprints 41 

Fingerprint sensor accuracy (%) 8% 

As shown in Table 2, a significant reduction in successful fingerprint detection was observed. Out of 45 

fingerprint verification attempts, only 4 attempts were successfully detected, while the remaining attempts failed. 
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Based on these results, the fingerprint sensor achieved an accuracy of 8% under wet finger conditions. The data 

indicate a substantial decrease in sensor performance compared to normal conditions. 

This result indicates that moisture on the finger surface severely affects the sensor’s ability to capture and match 

fingerprint patterns. The reduced accuracy highlights a critical limitation of the fingerprint sensor when 

operating under non-ideal environmental conditions. 

3.1.3 Dirty Finger Condition 

Fingerprint testing under dirty finger conditions was performed to assess the impact of contaminants such as dust 

or dirt on sensor performance. Participants performed fingerprint authentication using fingers that were 

intentionally exposed to dust and debris. The testing procedure remained consistent with the previous conditions. 

The results of this test are summarized in Table 3. 

Table 3. Fingerprint Test Under Dirty Condition 

Name 
Test 1 

Successful 
Test 1 Failed 

Test 2 

Successful 
Test 2 Failed 

Test 3 

Successful 
Test 3 Failed 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Hazbi ✓ 
  

✓ 
 

✓ 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Hazbi 
 

✓ ✓ 
  

✓ 

Hazbi 
 

✓ 
 

✓ 
 

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Trisucipto 
 

✓ ✓ 
  

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Trisucipto 
 

✓ 
 

✓ 
 

✓ 

Faiq 
 

✓ 
 

✓ 
 

✓ 

Faiq ✓ 
  

✓ 
 

✓ 

Faiq 
 

✓ 
 

✓ 
 

✓ 

Faiq 
 

✓ ✓ 
 

✓ 
 

Faiq 
 

✓ 
 

✓ 
 

✓ 

Successfully captured fingerprints 5 

Failed captured fingerprints 40 

Fingerprint sensor accuracy (%) 11% 

According to the data presented in Table 3, the fingerprint sensor successfully detected only a small 

number of fingerprint attempts. Out of a total of 45 attempts, only 5 attempts were successfully verified, while 

the remaining attempts failed. As a result, the fingerprint sensor achieved an accuracy of 11% under dirty finger 

conditions. These results demonstrate a considerable decline in fingerprint recognition performance when finger 

cleanliness is compromised. These findings demonstrate that the fingerprint sensor’s performance is highly 

sensitive to finger cleanliness, which may impact its reliability in practical, real-world usage scenarios. 

3.2 No-Touch Sensor Testing 

The no-touch sensor was tested to evaluate its effectiveness as an exit access mechanism from inside the 

dormitory room. This sensor allows users to open the door without physical contact, enhancing hygiene and ease 

of use. The testing focused on determining the maximum detection distance at which the sensor could reliably 

detect a user’s hand. The experiment was conducted by placing a hand at various distances from the sensor, and 

each distance was tested three times to ensure consistency. The results of this testing are presented in Table 4. 

Table 4. No-Touch Sensor Maximum Detection Distance Test 

Distance 
Test 1 

Detected 

Test 1 Not 

Detected 

Test 2 

Detected 

Test 2 Not 

Detected 

Test 3 

Detected 

Test 3 Not 

Detected 

Distance 2 cm ✓ 
 

✓ 
 

✓ 
 

Distance 4 cm ✓ 
 

✓ 
 

✓ 
 

Distance 6 cm ✓ 
 

✓ 
 

✓ 
 

Distance 8 cm ✓ 
 

✓ 
 

✓ 
 

Distance 10 cm ✓ 
 

✓ 
 

✓ 
 

Distance 10.5 cm ✓ 
 

✓ 
 

✓ 
 

Distance 11 cm  X  X  X 
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Based on the data shown in Table 4, the no-touch sensor was able to detect a hand reliably at distances 

ranging from 0 cm to 10.5 cm. At distances beyond 10.5 cm, the sensor failed to respond to the presence of an 

object. These results indicate that the effective operational range of the no-touch sensor is up to 10.5 cm, which 

is sufficient for practical exit access usage. 

3.3 Discussion 

The results demonstrate that the Smart Dorm Key system is capable of implementing a two-factor authentication 

mechanism by combining voice recognition and fingerprint verification in an IoT-based access control 

environment. The requirement for users to complete voice authentication through a mobile application before 

proceeding to fingerprint scanning enhances system security by introducing layered authorization. This approach 

ensures that access is granted only when both authentication stages are successfully verified, reducing the 

likelihood of unauthorized access. 

The fingerprint sensor showed excellent performance under normal conditions, achieving a perfect 

accuracy rate. This result confirms that the AS608 fingerprint sensor is reliable when used in ideal environments. 

However, the significant decrease in accuracy observed under wet and dirty finger conditions highlights an 

important limitation of the sensor. Moisture and contaminants on the finger surface interfere with the sensor’s 

ability to capture clear fingerprint patterns, leading to a substantial reduction in recognition accuracy. This 

limitation presents a challenge for real-world implementation, particularly in dormitory environments where 

users may not always have clean and dry fingers. 

Despite these limitations, the integration of fingerprint authentication with voice recognition helps 

mitigate security risks by ensuring that access is not solely dependent on a single biometric factor. This multi-

factor authentication approach is aligned with security best practices in IoT systems, which recommend layered 

authentication mechanisms to enhance protection against unauthorized access [9]. The system’s IoT architecture 

enables real-time communication between the mobile application, ESP32 microcontroller, and database, 

allowing authentication results and access logs to be processed and stored efficiently. This real-time connectivity 

enhances system responsiveness and supports centralized monitoring. 

In contrast, the no-touch sensor demonstrated stable and reliable performance during exit access testing, 

with an effective detection range that meets practical usage requirements. This feature provides a practical and 

hygienic solution for door access from inside the room, particularly in shared dormitory environments. The 

reliable operation of the no-touch sensor complements the overall system functionality and improves user 

convenience without compromising security. 

The results indicate that while the Smart Dorm Key system performs effectively under ideal conditions, 

further optimization is required to ensure reliability under diverse environmental conditions. Enhancements in 

fingerprint sensing technology or the integration of alternative backup authentication methods would improve 

system robustness and usability. With continued development, the Smart Dorm Key system has strong potential 

to serve as a secure and adaptive IoT-based access control solution for dormitories and similar facilities. 

4. CONCLUSIONS 

This study designed and implemented an IoT-based Smart Dorm Key system utilizing two-factor authentication 

through voice password verification and fingerprint authentication, integrating an ESP32 microcontroller, mobile 

application, fingerprint sensor, solenoid door lock, no-touch sensor, and Firebase database to support real-time 

access control and monitoring in a dormitory environment. Experimental results showed that the AS608 

fingerprint sensor achieved 100% successful authentication under normal conditions, indicating effective 

operation in ideal environments; however, its performance decreased significantly under wet and dirty finger 

conditions, with accuracy dropping to 8% and 11%, respectively, demonstrating that the fingerprint 

authentication mechanism is highly sensitive to environmental and user conditions. This limitation may affect 

accessibility and convenience in practical dormitory use, where users may not always have clean and dry fingers. 

Meanwhile, the no-touch sensor functioned effectively as an exit mechanism with a maximum detection distance 

of 10.5 cm, supporting practical and contactless door operation. Overall, the proposed system demonstrates the 

feasibility of integrating IoT devices and sequential authentication workflows for dormitory access management 

under controlled conditions, although further improvements such as sensor optimization or additional backup 

authentication methods are necessary to improve system reliability and usability for real-world implementation. 
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