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Abstract−Confidentiality and security of information on globalization is increasingly becoming a vital needs in various aspects 

of life. Any information would have a higher value if the concerning aspects of business decisions, security, or public interest. 

Where information-such information surely will be much sought after by various parties also have an interest in it. How to 

implement a data security system so that the data can be hidden in addition, can also be maintained in strict confidence from 

unauthorized parties. Designing applications Android-based steganography to hide documents by using the method of Least 

Significant Bit (LSB). This application can be expected to add to the knowledge of how to insert the document doc, xls, ppt, 

pdf and how to create application programs that can hide the document in the image, as well as developing the ability of the 

author to design the program mobile applications. The process of document confidentiality can be maintained this is due to the 

existence of the document is stored in a format that is different from the results of the prior encryption or already in the pasted 

file encryption is still the same. 
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1. INTRODUCTION 

Steganography is the art of hiding information or embedded messages in a cover object which can be in the form 

of text, images, audio, video and others)[1]. This is closely related to data security. In information and 

communication technology, steganography is a technique and art of concealment that utilizes digital formats 

meaning that digital information is hidden behind other digital information so that the actual digital information is 

not visible[2].  

The purpose of steganography is a technique of hiding information into a container (media) so that the 

hidden data is difficult to recognize by the human senses[3]. This technique makes others unaware that there is 

important information that we send hidden in other media, such as images, audio, and video. If the information 

that has been hidden in a media is stolen, the thief will not necessarily be able to know the information contained 

in it, because there is a password (key) to be able to open the information contained in the information media[4]. 

The password is only known to the sender and receiver. One of the steganography methods is Spread Spectrum. 

The spread spectrum method transmits a narrow-band information signal into a wideband channel with frequency 

spread[5]. The frequency spread itself serves to increase the level of redundancy. By increasing the level of 

redundancy, the code is not easy to crack[6]. There are four main components of steganography, namely: (1) 

embedded message (hiddentext), which is a hidden message; (2) cover-object (covertext), which is a message used 

to hide embedded messages; (3) stego-object (stegotext), which is a message that already contains an embedded 

message; (4) stego-key, which is the key used to insert messages and extract messages from stegotext[7]. 

Some examples of international journals and published research include: Kriti Saroha and Pradeep Kumar 

Singh researched special steganography of audio files using LSB, Sujay Narayana and Gaurav Prasad researched 

steganography with LSB on image files only, Pradeep Kumar Singh and R.K.Aggrawal used LSB on image to 

audio files, Dian Dwi Hapsari and Lintang Yuniar Banowosari used LSB on images,  Saurabh Singh and Gaurav 

Agarwal used LSB in videos, Rahul Rishi et al steganography in images using the Mode and Multiple Technique 

method that is still being developed from LSB, and many other journals and research are still using LSB in 

steganography research[8]. 

In theory, all digital files in general that exist in a computer can be used as embedded messages or hidden 

ones, such as image files, audio, text, video and so on. The file has redundant bits of data as a characteristic of a 

digital file that can be modified[9]. 

Various studies on steganography have actually been carried out and continue to be developed by 

researchers using various steganography methods[10]. The most widely used and encountered method is the Least 

Significant Bit (LSB) method[11]. This is because LSB is a method that has advantages such as, easy and fast 

algorithmically, all types of digital files can be used as sampling and messages that can be hidden are messages 

that are relatively large in size that can be inserted into all types of digital files[12]. However, most of the research 

that is generally conducted is still separate or limited to one type of digital file only, even to only one type of digital 

file format, although research on file types and other digital file formats is still conducted. This will certainly be 

troublesome for users who want to insert information or messages with different files or file formats[13]. 

https://ejurnal.seminar-id.com/index.php/josh/
https://creativecommons.org/licenses/by/4.0/


Journal of Information System Research (JOSH) 
 Volume 6, No. 4, Juli 2025, pp 2218−2226 
 ISSN 2686-228X (media online) 
 https://ejurnal.seminar-id.com/index.php/josh/ 
DOI 10.47065/josh.v6i4.7900 

Copyright © 2025 The Author, Page 2219  
This Journal is licensed under a Creative Commons Attribution 4.0 International License 

When looking at applications from modern devices or mobile devices, it is not uncommon for people to see 

the features or technology offered from an application[14]. In this case, Telegram and WhatsApp, which are social 

media and communication applications, both offer advanced features in modern communication technology[15]. 

The difference regarding the app features on Telegram is that it allows users to use multi-devices 

independently without the mobile app running on iOS, Android, Windows, and Linux. Unlike WhatsApp which 

requires a mobile application that runs using multi-devices on other devices[16]. 

With some of the information above, security and confidentiality issues are one of the important aspects of 

sending messages or information. Therefore, a data security is needed, which is able to maintain the security of 

the data content to cover security gaps[17]. To facilitate the process of hiding document messages into images, a 

steganography application was designed with the Least Significant Bit (LSB) method. The application is designed 

with three processes, namely encode, decode and sendimage[18]. The encoding process goes through several 

stages, namely selecting documents in .doc, .xls, .ppt, .pdf formats and then inserting them into the image. To open 

the file, a decoding process is required which is carried out through several stages, namely looking for images that 

have been inserted into the file or document and then the file can only be opened[19]. 

2. RESEARCH METHODOLOGY 

2.1 System Analysis 

This stage is carried out by gathering the requirements for the steganography application. Data collection was 

obtained through literature review and observation. This research used a software engineering method with a 

waterfall model approach, which has several stages in the software development process, namely: 

a. Prosedure Encode Form 

 

Figure 1. Encode 

Figure 1, the user or sender opens the application then the system views the application Flow from the proposed 

application in order to maintain communication security, starting from the user or sender opening the 

application then selecting the encode form menu, then selecting the file contained in the storage media, after 

that selecting the image file storage that will be inserted in the image media if the size is small, it will choose 
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a larger image,  Followed by clicking the encode button then the application will process it, after which a popup 

menu will appear for sending files that have been encoded[20].  

b. Prosedure Decode Form 

The user opens the LSB application and then selects the menu, then selects the home menu and then selects the 

decode tab, after that select/browse the encoded file in the storage media, after selecting the encoded file then 

click decode file, wait until the decode is complete[21]. 

c. Prosedure About 

The user opens the LSB alias and then selects the about menu, then it appears about the LSB application.  

d. Procedure Help 

The user selects the LSB application and then opens the help menu, then it will appear what applications can 

be used. 

e. Procedure Exit 

The user selects the application lsb and then the exit menu to exit the application 

2.2 Enkripsi Least Significant Bit Algorithm 

Figure 2, Stages of the encryption algorithm with the Least Significant Bit:  

 

Figure 2. Stages of encryption algorithms with Least Significant Bit 

2.3 Algoritma Deskripsi Least Significant Bit 

Figure 3, Stages of the description algorithm with the Least Significant Bit:  

Process: 

 

Figure 2. Stages of Description Algorithm 

2.4 Algoritma Deskripsi Least Significant Bit 

Figure 4, The Least Significant Bit (LSB) process in this thesis is as follows. The first step is to select the image 

file to use as the medium for the insertion. In this thesis, the file format used is an image file with the *TIFF 

extension. Place the file to be used as the media in one folder along with the m-file matlab LSB[22]. 
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Figure 3. LSB Method Process 

3. RESULT AND DISCUSSION 

3.1 Running System 

The system that is running as a whole is very necessary for the author to be able to know the weaknesses of the 

system that is running, both from the way the system works and the implementation and everything involved in 

the system. For the creation of a new information system, it must be more programmatic and structured[23]. 

3.1.1 Activity Diagram Running System 

Activity is a description of the various flows of activity in the system that are being designed, how each flow starts, 

decisions that may occur, and how they end. Here is the activity diagram that is running. 

 

Figure 4. Activity Diagram running system 

Figure 5, explains the activity diagram of the system that was running before this study was conducted. 

3.2 Analysis of the proposed system  

The proposed system analysis will be explained with the UML design as a system design tool. UML is a set of 

structures and techniques for modeling object-oriented program (OOP) design and its applications. UML is a 

combination of modeling languages developed by Booch, Object Modeling Technique (OMT) and Object Oriented 

Software Engineering (OOSE) . 

The Booch method from Grady Booch is very well known as the Design Object Oriented method. This 

method makes the process of analysis and design into four interactive stages, namely: identification of classes and 

objects, semantic identification of the relationship between objects and classes. 
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The advantage of this method is in the notation that supports all OOP concepts. Jacobson's OOSE method 

places more emphasis on use cases. OOSE has three stages, namely creating a requirement and analysis model, 

design and implementation, and a test model. (Antonio, 2019) 

Contains the results of application implementation or program results (which are important only), or results from 

method testing. 

3.2.1 Proposed System Procedure  

1. Prosedure Encode Form 

The user will open the LSB application, then select the pili home application menu and the user select the 

Encode tab menu, then select the document file if it has, then select the image file for the media, if the image 

file is to be inserted then click the encode button then the file will appear 

2. Prosedure Decode Form 

User opens the LSB application and then selects the menu, then selects the home menu and then selects the 

decode tab, after that select/browse the encoded file in the storage media, after selecting the encoded file then 

click decode file, wait until the decode is finished 

3. Prosedure About 

The user opens the LSB alias and then selects the about menu, then it appears about the LSB application. 

4. Prosedure Help  

The user selects the LSB application and then opens the help menu, then it will appear what applications can 

be used 

5. Prosedure Exit 

The user selects the application lsb and then the exit menu to exit the application 

3.2.2 Use Case 

A use case diagram is an abstraction of the interaction between the system and the actor. The use case works by 

describing the type of interaction between the user of a system and the system itself through a story of how a 

system is used. The proposed use cases are as follows: 

Table 1. Specification of Use Case Diagram 

Actor Description 

Sender or 

receiver 

Encode Form 

The sender encodes the file to be sent to the recipient 

Decode Form 

The recipient decodes the file received from the sender and obtains the result of the 

encryption file 

About 

Contains only About the Application 

Help 

This menu contains files that can be used and how to 

Exit 

Exit menu 

 

Figure 5. Use Case Diagram Proposal 

Figure 6, is a use case diagram in this study. 
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3.3 Implementation 

The implementation of system applications is useful to find out whether the program that has been created can run 

optimally, for that the program must be tested first. The way to use this application and the appearance that will 

appear when the application is run will be explained as follows : 

1. Home screen display  

 

Figure 6. Main menu screen display 

Figure 7, this screen will appear after the home screen and splashscreen process runs, on this screen users can 

choose from five menu options available. Among them are: 

a. Home menu, this menu is used to go to  the Encode Form and Decode Form screens, where the Encode 

Form is used for the insertion of steganography files and Decode Form is used to return the filr that has 

been inserted into the stegano file.  

b. About Application, this menu is used to show information about the application creator 

c. Help, this menu is used to show information about the steganography application usage guide. and  

d. Exit, this menu is used to exit the running steganography application. 

2. Display of the encode form screen 

 

Figure 7. Encode Form Screen Display 

Figure 8 is encoded screen display image. On this screen, there are 3 (three) columns consisting of: 

a. File Column: This column is used to indicate the file name of the selected document after the browser 

process has been performed. 
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b. Cover Image Column, This column is used to indicate the name of the image file that will be used as  a 

stegano cover image after the image browsing process is carried out. 

c. Save to Column  : This column is used to name the stego image file into the Embed folder. 

d. Encode Button, This button is used to start the process of inserting a document or file into an image and the 

original image and its encoding image appear. 

e. Close Button, This button is used to close the Form Encode. 

3. Form decode screen display  

 

Figure 8. Form Decode Screen Display 

Figure 9 is Screenshot of the decode form screen display. This screen is used to extract stegano image files that 

have gone through  the previous encoding process  . On this screen, there is a Load Image column  that indicates 

the name of the stego image file  that has been selected from the browsing process. After that, the decode button  

is used to retrieve messages  hidden in the cover image into the Retrieve folder. 

4. About App screen view  

 

Figure 9. Screen Display About App 

Figure 10 is the About App screen display contains information about the name of this application, the year of 

creation, the name of the creator and the information of the faculty of the creator. 
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5. Help screen display  

 

Figure 10. Help Screen Display 

Figure 11 is screen contains a guide on how to Encode, Decode, Advantages and disadvantages of this 

steganography application. 

6. Exit screen display   

 

Figure 11. Exit Screen Display (This screen contains the exit of the app) 

Figure 12 is screenshot of the decode form screen display. 

4. CONCLUSION 

Based on the conclusions obtained from the design, manufacture, testing, and analysis of this steganography 

application program, it can be concluded that by using the LSB (Least Significant Bit) method, data or files can 

be securely hidden so that unauthorized parties cannot breach the security or intercept the message, especially in 

internet-based communications, as others will only see an ordinary image file. Additionally, the encoded image 

file becomes larger in size compared to the original due to the insertion of hidden data; if someone is familiar with 

image file structures, they may notice irregularities in the file. 
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