s====== Journal of Information System Research (JOSH)
- Volume 6, No. 1, Oktober 2024, pp 23-33
ISSN 2686-228X (media online)
https://ejurnal.seminar-id.com/index.php/josh/
e — DOI 10.47065/josh.v6i1.5682

Implementation and Analysis of Profiling Mechanism for Anonymity
and Privacy on Whonix Operating System

Yana J.S Batunanggar”, Adityas Widjajarto, M Tegoeh Kurniawan

Faculty of Industrial Engineering, Information System, Telkom University, Bandung
JI. Telekomunikasi. 1, Terusan Buahbatu - Bojongsoang, Telkom University, Sukapura, Kec. Dayeuhkolot, Kabupaten
Bandung, Jawa Barat, Indonesia
Email: **yanajshatunanggar@student.telkomuniversity.ac.id, 2adtwjrt@telkomuniversity.ac.id,
Steguhkurniawan@telkomuniversity.ac.id
Correspondence Author Email: yanajsbatunanggar@student.telkomuniversity.ac.id
Submitted: 25/07/2024; Accepted: 05/09/2024; Published: 13/10/2024

Abstract—This research will implement anonymity using the Whonix operating system. This research seeks to analyze the
features of the Whonix operating system that can support anonymity and privacy profiling, the function of anonymity and
privacy profiling on the operating system, and the character of the operating system capable of maintaining anonymity and
privacy. Features owned by the Whonix operating system that support anonymity and privacy profiling on Whonix are
application, network, and operating system aspects, as well as analyzing anonymity and privacy functions with metrics. This
research produces metrics on each aspect. The application aspect obtained metrics of data encryption, metadata protection, and
privacy by design by analyzing profiling experiments on KeePassXC and GnuPG applications. The network aspect uses Tor
compatibility, IP Address obfuscation, and logging policy metrics by analyzing profiling experiments on Wireguard and
DNSLeakTest. While the operating system aspect uses data encryption, logging and monitoring, and access control metrics by
analyzing profiling experiments with fingerprinting and backup and restore scenarios. The results of this study obtained scoring
profiling of the Whonix operating system, application aspect profiling scenarios with a score of 10, network aspects with a total
score of 11, and operating system aspects with a total score of 10. So it is obtained from the results of this study that all aspects
of the application, network, and operating system were successful by 97% as measured based on the measurement metrics of
each aspect.
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1. INTRODUCTION

The urgency of the cybersecurity domain is directly proportional to the dependence of aspects of life on digital
activities. Today, cybersecurity safeguards this data from unauthorized access, theft, or manipulation, ensuring the
privacy and security of individuals and organizations[1]. Cybersecurity focuses on protecting the confidentiality,
integrity, and availability of assets known as CIA: confidentiality, integrity, and availability [2]. These aspects are
protected because attackers commonly utilize them to gather activities to target for attack and exploitation. As a
user on digital activities, it cannot detect the aspects that will be used by the attacker. Therefore, users can utilize
the concept of anonymity, which is a condition where the user's identity is hidden so that it cannot be identified or
traced [3]. Many methods can implement anonymity, such as using privacy networks, controlling digital footprints,
and The Onion Router (Tor) network. Tor provides a service with multiple layers of encryption, preventing anyone
from tracking the pages a user visits [4]. This research will implement anonymity in digital activities using the
Whonix operating system. Whonix is a Debian distro that supports anonymity and privacy when exploring digital
activities [3][5]. Whonix utilizes the Tor network, which allows users to explore digitalization anonymously[5].

Whonix is an operating system specifically designed to ensure the privacy and anonymity of its users [5].
It consists of two main virtual machines: Whonix Gateway is internal virtual network interface which serves as
the Tor connection manager [6]. While Whonix Workstation, where users run applications and perform daily
activities [7]. By separating these functions, Whonix offers higher security as attacks on the workstation will not
reveal the user's true identity. This research focuses on profiling the Whonix operating system in maintaining
privacy and anonymity. Profiling is the process of collecting data and analyzing how a system behaves or how a
feature works [4], [8]. In this context, profiling is done using application features that are successfully implemented
and grouped into three aspects: applications, networks, and operating systems. Profiling is done to evaluate
whether this operating system truly supports privacy and anonymity in digital activities.

The problem formulation that is the reference of this research is as follows: How can operating system
features support profiling anonymity and privacy in digital activities? How does profiling anonymity and privacy
function on the operating system? And how is the character of the operating system able to maintain anonymity
and privacy in digital activities?

To answer the formulation of the problem, this research aims to identify features owned by the Whonix
operating system that support profiling anonymity and privacy in digital activities, analyze aspects that need to be
maintained in digital activities as a function of profiling anonymity and privacy in Whonix, and analyze Whonix
into an operating system to maintain anonymity and privacy in digital activities. The limitations of this research
are: This research is based on experimental and simulation results on the Whonix operating system; the profiling
aspects carried out are applications, networks, and operating systems; and simulations are carried out in virtual
machines where there are possible configuration differences with the operating system installed on the hardware.
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With these limitations, the research will be more focused and the results obtained are more accurate in the context
of using Whonix in a controlled environment.

The benefits obtained by this research can be divided into two categories, namely theoretical benefits and
practical benefits. Theoretically, this research adds insight into operating systems that can be used for anonymity
and privacy and recognizes the characters that must be owned by the operating system to support anonymity and
privacy. This is important because researchers also act as users who explore digitalization, so a deep understanding
of operating systems such as Whonix will be very useful.

Practically, this research can measure the effectiveness of the Whonix operating system in supporting
anonymity and privacy. By testing the features and mechanisms in Whonix, researchers can determine how well
this operating system protects user identity and data. In addition, this research can also help other users in utilizing
the features owned by the Whonix operating system in exploring digitalization more safely and anonymously.

Thus, this research makes a significant contribution both in terms of scientific development in the field of
cybersecurity and in practical applications to protect user privacy and anonymity. The results of this research are
expected to be a reference for users and operating system developers in developing and using technologies that
support privacy and anonymity. Profiling the Whonix operating system will provide a clear picture of how this
system works and how effective it is in protecting users from digital threats.

2. RESEARCH METHODOLOGY
2.1 Research Stages

The stages carried out in this study include 6 stages, namely: Initial Stage, Hypothesis, Experiment Design Stage,
Experiment Stage, Analysis Stage, and Final Stage.
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Figure 1. Research Stages
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Figure 1 represents the stages of research that begin at the initial stage, namely the profiling stage of
anonymity and privacy in Whonix. Then a summary of the literature study is carried out to make guidelines,
followed by compiling a profiling experiment design and continued by installing Whonix. Then the second stage
is the hypothesis stage, which is declaring the conditions before the profiling experiment is carried out. The third
stage of experimental design is by drafting the profiling experiment mechanism, drafting the experimental
topology framework, and installing the operating system. Furthermore, in the fourth stage of the experimental
stage, namely taking notes before, during, and after the implementation of anonymity and privacy profiling. The
fifth stage is the analysis stage, which compares the results by measuring the profiling aspects of anonymity and
privacy with metrics. The sixth stage is the final stage by summarizing the results of the analysis and drawing
conclusions from the experimental results and making suggestions for further research guidelines.

2.2 Conceptual Framework

A conceptual framework is a visual representation that provides an abstract picture of the structure, components
and relationships of the elements involved in the research or development [9], [10]. In this context, the concept of
a model can also be understood as a diagram that depicts the relationship between certain factors, as explained
[10]. The conceptual framework in this study is as follows:
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Figure 2. Conceptual Framework

Figure 2 explains that the conceptual model in this study is divided into 3 parts, namely requirements,
research, and theoretical basis. In the requirements there are operating systems, namely Whonix-Workstation-Xfce
and Whonix-Gateway-Xfce. Whonix is a Linux distribution designed to increase user privacy and security when
browsing the Internet by utilizing the Tor network. Whonix is based on Debian. Whonix is divided into 2 separate
virtual machines: one for the environment (Workstation) and for the Tor network service (Gateway). This gateway
functions as a router that directs Tor traffic. While the Workstation serves as the environment where applications
and Internet activities take place. In the research section, there are artifacts of the results produced, namely, to
Improve user privacy and security when browsing the Internet, especially through the Tor network. Followed by
the theoretical basis used to obtain the expected output as stated in the conceptual framework above.

2.3 Data Collection

The focus is on the implementation of profiling on the Whonix operating system with the aim of analyzing the
operating system that supports the implementation of anonymity and privacy. The collected data will be
categorized based on experimental aspects, namely applications, networks, and operating systems.

2.4 Data Processing

Data processing is done by comparing data conditions before and after profiling implementation. Analysis is
carried out based on the size of the metric by considering the impact on the features owned by the application
installed on Whonix. The resulting data will be analyzed using the metric categories of each aspect that have been
defined in the profiling testing framework.

2.5 Evaluation Method

The evaluation method in profiling anonymity and privacy on Whonix Linux is based on the aspect of influence
on the features of the applications installed on Whonix. The evaluation is carried out with reference to the profiling
testing framework, and the results are used to determine the extent to which Whonix can support the desired level
of anonymity and privacy.
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3. RESULT AND DISCUSSION

In this chapter, the process of analyzing the results of anonymity profiling testing on the three aspects of
applications, networks, and operating systems is carried out. The purpose of this analysis is to represent Whonix's
ability to do profiling. The experimental scenario includes conditions, namely experiments when Tor is disabled.

3.1 Application Profiling
3.1.1 Analysis of KeePassXC Anonymity/Privacy Function Mechanism

KeePassXC is an open-source password manager used to securely store and manage passwords [11]. The following
is the Data Flow Diagram (DFD) profiling the KeePassXC application:

1.1 Melakukan Request 1 1.2 Mengakses Dashboard
1.4 Menerima Informasi [P Dashboard 1.3 i informasi IP
M 2.2 Menerima Request 2 2.1 Mengaktifkan fitur TOR
3
Whenix Gateway
Whonix Workstation 2.3 Menampilkan TOR aktif Identifikasi Anonimity 2.4 1P Tor Aktif
Y
3 Menerima request dan memproses
3.1 Inisiasi membuat database baru 3 pembuatan database baru
3.4 Menampilkan output database baru KeePassXC
3.2 Konfirmasi untuk settingan password Membuat Database berhasil dibuat
4.3 Memproses penyimpanan entri kata
4.1 Menambahkan enti kata sandi 2 sandi
4.2 Konfirmasi informasi tambahan Menyimpan dan Mengelola Entri 4.4 Kata sandi disimpan k?d§|ﬁm
seperti URL dan pilihan hide password Kata Sandi database yang terenkripsi
5.3 Mengarahkan lalu lintas jaringan
5.1 Inisiasi sinkronisasi cleh user 5 melalui TOR
} . . 5.4 Database diperbarui dengan
5.2 Konfirmasi informasi Sinkronisasi dan Pembaruan perubahan yang tersimpan pada cloud
seperti identitas pengguna Database (melalui TOR}

Figure 3. KeePassXC Function Mechanism

Figure 3 explains KeePassXC uses strong mechanisms to maintain the anonymity and privacy of its users.
The use of Tor to manipulate network traffic ensures that the user's identity and activities remain hidden. A strict
encryption process ensures that the password data stored in the database remains secure and inaccessible to
unauthorized parties. This mechanism guarantees that every step from database creation to synchronization is done
with a high level of security and privacy.

3.1.2 KeePassXC Profiling Results

The k-anonymity method is a technique that transforms data so that the published dataset has at least k tuples with
the same attributes and values[12]. KeePassXC profiling uses scoring K-Anonymity standards.: 0 representing No,
1 representing Partially, and 2 representing Yes.

Table 1. KeePassXC profiling results

No Aspects Score
1 Data Encryption 2
2  Metadata Protection 1
3 Privacy by Design 2
Total Score 5

In Table 1 KeePassXC profiling results represents scoring through implementation results as follows:

a. Data Encryption: 2 (Yes)
KeePassXC uses the Advanced Encryption Standard (AES) encryption algorithm with a 256-bit key size. AES
is a highly secure encryption standard that is widely recognized in the information security industry. Any data
entered into the KeePassXC database, including usernames, passwords, notes, and attachment files, is
encrypted using AES-256. [13]
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b. Metadata Protection: 1 (Partially)
Although the content in the KeePassXC database is encrypted, metadata such as the database file name and
file size are not encrypted. This information remains accessible and can be used for specific purposes.
KeePassXC does not have any special features to encrypt or hide metadata. However, using KeePassXC in a
Tor/Whonix network environment can help protect identities anonymously during transmission over the Tor
network.

c. Privacy By Design: 2 (Yes)
KeePassXC was designed with privacy in mind from the start.This includes the use of strong encryption (AES-
256) and minimization of data collection. KeePassXC does not collect or store user data apart from the
encrypted database stored locally. KeePassXC has features such as clipboard clearing and auto-lock to
minimize user footprint and prevent unauthorized access.

3.1.3 Mechanism Analysis of GnuPG Anonymity/Privacy Function

GnuPG (GNU Privacy Guard) is a cryptographic tool used to encrypt and decrypt data before it is sent as well as
to sign and verify digital signatures [14].
The following is the Data Flow Diagram (DFD) profiling the GnuPG application:

1.1 Melakukan Request 1 1.2 Mengakses Dashboard
1.4 Menerima Infarmasi IP N Dashboard 1.3 Menampilkan informasi IP
k.
2.2 Menarima Request 2 2.1 Mengaktifkan fitur TOR
Whonix Gateway
Whonix Workstation 2.3 Menampilkan TOR aktif Identifikasi Anonimity 2.4 P Tor Aktif
N A A
3.1 Inisiasi perintah membuat 3.3 Menerima request dan
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3.2 Meminta informasi penting 3.4 Kunci GPG berhasil dibuat dan GNUPG
seperti identitas Membuat Kunci GPG ditampilkan
A
4.1 Melakukan request import 4.2 Mengirimkan perintah request
pada terminal 4 impart kunci ke GNUPG
4.3 Melakukan proses import kunei
4.4. Menampilkan status kunci Mengimpor Kunci Publik melalui 'Erin an TOpR
berhasil di impert Melalui TOR <
5.1 Melakukan request enkripsi file 5.3 Mengenkripsi file dan pesan
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5.2 Memilih file dan pesan yang 5.4 Menampilkan output file dan pesan dalam bentuk
akan di enkripsi Mengenkaipsi File dan Pesan enkripsi dengan lapisan anonimitas tambahan dari TOR
6.1 Memilih file dan pesan yang telah 6.3 Melakukan dekripsi fle dan pesan
diterima melalui TOR untuk di decrypt 6 telah dipilih
ol vang telah dipili
6.2 Menjalankan perintah decrypt Mendekripsi Flle dan Pesan 6.4 Menampilkan output file dan pesan
file dan pesan yang di enkripsi dalam bentuk asli
7.1 Melakukan request tanda 7.3 Menerima request dan
tangan file dan pesan 7 melakukan proses tanda tangan
7.4 Menampilkan output file dan
7.2 Menampilkan opsi file dan »
pesan yang akan ditanda tangan Menandatangani File dan Pesan . pesan yang sudah di tanda tangan
8.1 Membuat dan memilih tanda 83 1 proses verifikasi
tangan . 8 tanda tangan
8.2 Menjalankan request verifikasi Memverifikasi Tanda Tangan 8.4 Menampilkan output berupa hasil
tanda tangan Digital tanda tangan yang sudah di verifikasi

Figure 4. GnuPG Function Mechanism

Figure 4 respresents anonymity and privacy function mechanism in GnuPG with Tor enabled ensures that
any cryptographic activities, such as key generation, public key import, message encryption and decryption, and
digital signature signing and verification, are performed with anonymity protection through the Tor network. As
such, all communications and data processed remain encrypted and protected from prying eyes, and the identity
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of the user remains anonymous thanks to Tor's use of obfuscated IP addresses. This adds an additional layer of
security, preserving user privacy at every stage of the cryptographic process.

3.1.4 GnuPG Profiling Results

The k-anonymity method is a technique that transforms data so that the published dataset has at least k tuples with
the same attributes and values[12]. GnuPG profiling uses scoring 0 representing No/, 1 representing Partially, and
2 representing Yes.

Table 2. GnuPG profiling results

No Aspects Score
1  Data Encryption 2
2  Metadata Protection 2
3 Privacy by Design 1
Total Score 5

In Table 2. GnuPG profiling resuls represents scoring through implementation results as follows:

a. Data Encryption: 2 (Yes)
GnuPG supports very strong OpenPGP (RFC4880) encryption for email and file transmission needs [15]. This
ensures that encrypted data is only accessible to the recipient. With Tor on, GnuPG data encryption remains
unaffected but gains an additional layer of security from the Tor anonymizing network.

b. Metadata Protection: 2 (Partially)
GnuPG protects the contents of messages and files, but metadata such as sender, recipient, and time of delivery
are not explicitly encrypted. With Tor on, network metadata (such as IP address and location) becomes harder
to trace, although metadata related to the message itself can still be exposed.

c. Privacy by Design: 1(Partially)
GnuPG is designed with user privacy in mind, but the implementation of this privacy depends on the proper
use of the tool by the user. With Tor enabled, the use of GnuPG in the message encryption and decryption
process will help maintain user privacy, especially when communicating over the secure and anonymous Tor
network.

3.2 Network Profiling
3.2.1 Anonymity/Privacy Wireguard Function Mechanism Analysis

WireGuard can be defined as a new open-source secure tunneling VPN protocol [16]. Wireguard designed to be
faster, simpler and more efficient [17]. Wireguard gave better results during the latency test with an average latency
of 28.56 ms [18]. Here is the Data Flow Diagram (DFD) of Wireguard profiling with Tor active:

1.1 Melakukan Request 1 1.2 Mengakses Dashboard
1.4 Menerima Informasi IP Dashboard 1.3 Menampilkan informasi 1P
2.2 Mengrima Request 2 2.1 M 1 fitur TOR
~ B Whonix Gateway
Whonix Workstation 2.3 Menampilkan TOR aktif Identifikasi Anonimity 2.4 |P Tor Aktif N
3.1 Inisiasi perintah mer i 3.2 Mengirim request aktivasi
wireguard 3 wireguard
i i Wireguard
3.4 Menampilkan stalus wireguard 3.4 Konfirmasi aktivasi 9
berhasil di aktivasi Aktivasi d
A
4.1 Konfigurasi IP yang akan 4.2 Pengiriman IP yang akan di routing dan
dirouting 4 mengarahkan semua lalu lintas jaringan Wireguard
4.4 Penerimaan respons terhadap data yang 43 Pengiriman data melalul IP yang sudah di
terkirim melalui IP yang sudah di routing Routing Lalu Lintas routing dan meneruskannya ke lalu lintas jaringan
5.1 Inisiasi perintah verifikasi 5 5.3 Verifikasi Koneksi lalu lintas
5.2 Pemeriksaan status 5.4 Menampilkan status verifikasi koneksi
Wireguard Verifikasi Koneksi

Figure 5. Wireguard Function Mechanism
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Figure 5 represents WireGuard's anonymity and privacy function mechanisms ensure that all network

communications made through this VPN protocol remain encrypted and protected from prying eyes. By using
modern cryptographic keys, WireGuard hides the original user's IP address and maintains the privacy of data sent
over the network. This provides additional anonymity, ensuring that the user's identity and data remain secure in
every connection made.

3.2.2Wireguard Profiling Results

The k-anonymity method is a technique that transforms data so that the published dataset has at least k tuples
with the same attributes and values[12]. Wireguard profiling uses scoring O representing No, 1 representing
Partially, and 2 representing Yes. The following is a table of Wireguard profiling measurements:

Table 3. Wireguard profiling results

No Aspects Score

1 Tor Compatibility 2

2 IP Address Obfuscation 2

3 Logging Policy 2
Total Score 6

In Table 3. Wireguard Profiling Results represents scoring through implementation results as follows:

a.

Tor Compatibility: 2 (Yes)

Wireguard can be used with Tor in Whonix. In the correct configuration, Wireguard can work alongside Tor,
ensuring all traffic through Wireguard runs through the Tor network. Whonix is designed to route all network
traffic through Tor, including VPN traffic, which makes Wireguard compatible with Tor within a Whonix
environment.

IP Address Obfuscation: 2 (Yes)

Wireguard is not specifically designed to hide user IP addresses from end nodes. However, when properly
configured inside a Whonix that uses Tor, a user's real IP address can be hidden. This requires additional
configuration to ensure that the real IP address is not visible to Wireguard nodes. The use of Tor within Whonix
can hide the original IP address, but this requires technical settings that are not readily available in the standard
Wireguard configuration.

Logging Policy: 2 (Yes)

Wireguard has no explicit logging policy, but its minimalist design means there is no logging of user activity
by default. However, logging policies may vary depending on the specific implementation and VPN service
provider using Wireguard. The use of Wireguard within Whonix with Tor adds an additional layer of
protection, reducing the risk of logging that could reveal info to users.

3.2.3 Analysis of DNSLeakTest Anonymity/Privacy Function Mechanism

DNSLeakTest is a testing process to ensure that DNS (Domain Name System) requests made by the operating
system do not leak to unwanted DNS servers. DNS requests made by user while browsing the internet are possibly
exposed to the ISP [19]. The following is the Data Flow Diagram (DFD) of DNSLeakTest profiling with Tor
active:

1.1 Melakukan Request 1 1.2 Mengakses Dashboard

1.4 Menerima Informasi IP Dashbaard 1.3 Menampilkan informasi [P

Y

le 2.2 Menerima Recuast 2 « ifken fitur TOR
Whonix Gateway
Whonix Workstation 2.3 Menampilkan TOR aktif |dentifikasi Anonimity 2.4 |P Tor Aktif
3.1 Memberi informasi IP Address 3 3.2 Melakukan pengujian DNS Leak
»
3.4 Menampilkan hasil Pengujian 3.3 Memberi hasil pengujian DNS Server DNS Leak Test
DNS Leak Cok DNS Leak Leak
<

4.1 Memberi informasi IP Address N 4.2 Melakukan pelacakan [P

4.4 Menampilkan hasil pelacakan 4.3 Memberi hasil pelacakan IP Whatismyipaddress.com
IP Address anonim Cek Lokasi IP anonim

Figure 6. DNSLeakTest Function Mechanism
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Figure 6 explains DNSLeakTest Function Mechanism. DNSLeakTest is a testing process to ensure that
DNS requests made by the operating system do not leak to unwanted DNS servers. DNSLeakTest profiling with
Tor active consists of four main activities. First, on the dashboard activity, it starts with accessing the Whonix
Workstation dashboard which displays the user's IP information. Second, anonymity identification, involves
activating the Tor feature on the Whonix Gateway and verifying the Tor connection which displays the active Tor
IP. Third, DNS Leak check, tests for DNS leaks using the DNSLeakTest server, where the test results show a
random IP address from Tor. Finally, the IP location check, involves IP tracking through the Whatismyipaddress
server to display the IP location masked by the Tor network, ensuring user anonymity and privacy is maintained.
This process ensures that the user's real IP is not visible and all DNS requests remain anonymous and encrypted.

3.2.4DNSLeakTest Profiling Results

The k-anonymity method is a technique that transforms data so that the published dataset has at least k tuples with
the same attributes and values[12]. DnsLeakTest profiling uses scoring O represents No, 1 represents Partially, and
2 represents Yes.

Table 4. DNSLeakTest profiling results

No Aspects Score

1 Tor Compatibility 2

2 IP Address Obfuscation 2

3 Logging Policy 1
Total Score 5

In Table 4 DNSLeakTest profiling results represents scoring through implementation results as follows:

a. Tor Compatibility: 2 (Yes)
DNSLeakTest can function properly in the Tor environment, ensuring that DNS leak testing can be performed
without technical problems. Whonix routes all network traffic through Tor, including DNS requests, so
DNSLeakTest can evaluate DNS leaks in the context of the anonymized network provided by Tor. Tor
Compatibility ensures that DNSLeakTest can be used with Tor without requiring complex additional
configuration.

b. IP Address Obfuscation: 2 (Yes)
Tor hides the user's real IP address and server location by routing traffic through multiple nodes before reaching
the final destination. When running DNSLeakTest with Tor, only the IP address of the Tor exit node is visible
to the DNSLeakTest server. This ensures that the user's identity remains anonymous, and the real IP address is
not exposed, providing strong protection against IP tracking.

¢. Logging Policy: 1 (Partially)
DNSLeakTest has a logging policy that varies depending on the service provider. Some services like
dnsleaktest.com commit to keeping no logs, while others may keep minimal logs for analysis and service
improvement purposes. When used with Tor, the user's real IP address is not visible to DNSLeakTest, reducing
the risk of personal data being logged. However, since DNSLeakTest is open.

3.3 Operating System Profiling
3.3.1 Analysis of Anonymity/Privacy Fingerprinting Function Mechanism

Profiling fingerprinting aims to identify and analyze techniques used to collect unique system or user information.
Fingerprinting can be used by attackers or trackers to distinguish between different users or systems, even if they
try to remain anonymous. Here is the Data Flow Diagram (DFD) of profiling fingerprinting with Tor active:

1.1 Melakukan Request 1 1.2 Menjalankan Protokol

1.4 Menerima Informasi IP dan Identitas Perangkat Dashboard 1.3 informasi IP dan Identitas Perangkat

2.2 Menerima Request

Whonix Workstation 2.3 Menampilkan TOR aktif

2

2.1 Mengaktifikan fitur TOR

3.1 Memberi informasi dan

Identifikasi Ananimity

<

2.4 IP Tor Aktif

identitas perangkat

3.4 Memberi informasi tingkat keunikan IP dan
identitas perangkat

3

3.3 Memberi informasi tingkat
keunikan identitas perangkat

Whonix Gateway

Cek Tingkat Unik

3.2 Informasi dan idertitas
perangkat terenkripsi

Figure 7. Fingerprinting Function Mechanism
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Figure 7 represents mechanism of anonymity and privacy functions in fingerprinting with Tor enabled aims
to minimize unique information that can be used to track users. By enabling Tor, Whonix Workstation ensures that
every request and device information sent to external servers, such as amiunique, is encrypted and anonymous.
This reduces the possibility of collecting user identity data and obscuring real IP addresses, thus preserving user
privacy and anonymity against fingerprinting techniques that could potentially uniquely distinguish and track
systems or users.

3.3.2 Fingerprinting Profiling Results

The k-anonymity method is a technique that transforms data so that the published dataset has at least k tuples with
the same attributes and values[12]. Whonix operating system profiling uses scoring O representing No, 1
representing Partially, and 2 representing Yes. The following is the fingerprinting profiling results table:

Table 5. Fingerprinting profiling results

No Aspects Score

1 Data Encryption 2

2 Logging and Monitoring 1

3 Access Control 2
Total Score 5

In Table 5 profiling results of the fingerprinting represents scoring through the following implementation results:

a. Data Encryption: 2 (Yes)
Data transferred through Whonix is encrypted via the Tor network, ensuring that data remains secure from
external parties. In addition, Whonix supports full disk encryption to protect data at rest.

b. Logging and Monitoring: 1 (Partially)
Whonix minimizes logging to maintain privacy. While some logging remains for basic troubleshooting and
security purposes, it is designed to not store sensitive information that could identify the user's identity.

c. Access Control: 2 (Yes)
Whonix uses strict access control and privilege management. Root access is restricted and requires additional
authentication via sudo. Regular users have minimum access rights, in accordance with the principle of least
privilege security.

3.3.3 Analysis of Anonymity/Privacy Backup and Restore Function Mechanism

Backup is the process of making a copy of data from the system to ensure that data can be recovered in the event
of loss or damage. While restore is the process of returning data that has been backed up to the original system or
a new system after loss or damage occurs. Here is the Data Flow Diagram (DFD) of Backup and Restore:

1.1 Shutdown VI 1 1.2 Menyalin File VM

1.4 Menerima Informasi dan Melakukan Verifikasi

Backup 1.3 Melakukan Kompres File

N Backup

2.1 Ekstrak File Backup dan Impor

2.2 Konfigurasi Jaringan 2 File VM
£.4 Menerima Informasi dan Melakukan Whonix Gateway
Whaonix Warkstation 2.3 Start VM N Restore Verifikasi Restore

Figure 8. Backup dan Restore Function Mechanism

Figure 8 explains anonymity/privacy function mechanism in the backup and restore process is important to
ensure that the data backed up and restored does not degrade the level of confidentiality and anonymity. The
backup process starts with shutting down the VM to ensure data consistency, followed by file compression to
reduce size and maintain data integrity. On restore, steps include file extraction and reconfiguration of the VM to
ensure that network settings and functionality remain as previously required, as well as verification to ensure that
data and applications function properly without compromising the privacy and anonymity of the system.

3.3.4 Backup and Restore Profiling Results

The k-anonymity method is a technique that transforms data so that the published dataset has at least k tuples with
the same attributes and values[12]. Whonix operating system profiling backup and restore uses scoring O
representing No/No, 1 representing Partially, and 2 representing Yes/Yes.
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Table 6. Backup and restore profiling results

No Aspects Score

1 Data Encryption 2

2 Logging and Monitoring 2

3 Access Control 1
Total Score 5

In Table 6 Backup and restore profiling results represents scoring through the following implementation results:

a. Data Encryption: 2 (Yes)
Data transferred through Whonix is encrypted via the Tor network. Tor network ensuring to protect the
connection[20] . In addition, Whonix supports full disk encryption to protect data at rest.

b. Logging and Monitoring: 1 (Partially)
Whonix minimizes logging to maintain privacy. While some logging remains for basic troubleshooting and
security purposes, it is designed to not store sensitive information that could identify the user's identity.

c. Access Control: 2 (Yes)
Whonix uses strict access control and privilege management. Root access is restricted and requires additional
authentication via sudo. Regular users have minimum access rights, in accordance with the principle of least
privilege security.

4. CONCLUSION

Profiling is performed on three aspects using the Whonix operating system: application, network, and operating
system. Identification of anonymity and privacy is done using basic application functions based on Data Flow
Diagram (DFD). Characters in the application, network, and operating system aspects that support anonymity and
privacy can be organized by metrics, namely: Application: data encryption, metadata protection, and privacy by
design. Network: tor compatibility, IP Address obfuscation, and logging policy. Operating System: data
encryption, logging and monitoring, and access control. Based on the measurements taken on these three aspects,
the category with the highest score is the network aspect. So Whonix supports the anonymity and privacy aspects
with the highest metrics as well. Whonix is designed using two virtual machines (Gateway and Workstation): This
operating system architecture separates network activities and user applications so that each virtual machine has
specific functions to maximize features and performance. Whonix Workstation can be replaced with an
environment using another operating system by pointing the network interface to Whonix Gateway so that the
environment can also use an anonymous network with Tor provided by Whonix Gateway. Based on the profiling
experiments conducted, Whonix does not support VPN by default. However, it provides a secure and anonymous
environment for users. The integration of Tor, the unique architecture with two virtual machines, and the focus on
isolation and security make Whonix capable of supporting anonymizing scenarios.
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