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Abstract−Deepfake image detection remains a challenging image classification problem because the effectiveness of a detection 

model can vary according to the classification approach and image representation used. This study comparatively evaluates three 

classification algorithms, namely Convolutional Neural Network (CNN), Random Forest, and Support Vector Machine (SVM), for 

distinguishing real facial images from deepfake images. The dataset consists of two classes, real and deepfake images, which 

undergo preprocessing through resizing to 32 × 32 pixels and pixel normalization from 0–255 to 0–1. The preprocessed dataset is 

divided into 80% training data and 20% testing data. CNN performs feature learning through convolutional layers, whereas Random 

Forest and SVM perform classification based on the prepared image feature representation. Model performance is evaluated using 

accuracy, precision, recall, and F1-score on the testing data. The experimental results show that CNN achieves the highest 

performance, with 91% accuracy, 93% precision, 88% recall, and 91% F1-score, followed by SVM with 77% accuracy and Random 

Forest with 75% accuracy. Thus, under the experimental conditions of this study, CNN provides better classification performance 

than the two conventional machine-learning algorithms. However, the result is limited to the dataset, 32 × 32 pixel input 

representation, and experimental configuration used in this study; therefore, the 91% accuracy should not be interpreted as evidence 

of general superiority across other datasets or deepfake generation techniques. These findings provide an empirical comparison of 

the three approaches and highlight the need for cross-dataset and higher-resolution evaluation in subsequent research. 

Keywords: Deepfakes; Machine Learning; Convolutional Neural Networks; Random Forest; Support Vector Machines; Image 

Classification 

1. INTRODUCTION 

The rapid development of Artificial Intelligence (AI), particularly deep learning and generative AI, has substantially 

transformed image processing and digital multimedia. One of the most prominent applications is deepfake technology, 

which uses deep learning models to generate or manipulate visual and audio content with characteristics that closely 

resemble authentic media. Deepfake techniques can produce manipulated images, videos, and audio that are 

increasingly difficult to distinguish from genuine content through human observation alone. Although this technology 

has legitimate applications in entertainment, media production, and digital content creation, its misuse creates 

significant risks, including misinformation, public opinion manipulation, identity theft, and social engineering attacks 

[1], [2], [3]. The increasing accessibility of AI-based generative technologies has further reduced the technical barriers 

to producing manipulated content, expanding the potential forms and scale of misuse in information security contexts 

[4]. 

The increasing realism and complexity of deepfake manipulation make reliable automatic detection technically 

necessary. Modern generative models can introduce subtle modifications to facial appearance, texture, expression, 

lighting, and other visual characteristics that may not be consistently identifiable through manual inspection. 

Consequently, distinguishing authentic from manipulated media has become a challenging problem in cybersecurity 

and digital forensics [5], [6]. The challenge is further complicated by the diversity of manipulated media, including 

differences in identities, facial characteristics, video quality, compression, and manipulation techniques. Therefore, 

deepfake detection systems need to learn discriminative features that remain reliable across variations in the input data 

rather than relying only on obvious visual artifacts. The availability of datasets such as Celeb-DF, FaceForensics, and 

other deepfake datasets has supported the development of detection methods; however, differences in dataset 

characteristics and manipulation distributions also create challenges in evaluating whether a model can generalize 

beyond the specific data used during training [6]. Furthermore, the continuous development of AI-generated content 

introduces new manipulation patterns that require detection approaches to remain adaptable [7]. 

Deepfake detection research has consequently shifted from conventional machine-learning approaches toward 

deep learning methods that can automatically extract complex representations from multimedia data. Early approaches 

commonly relied on manually designed features followed by conventional machine-learning classifiers, whereas more 

recent studies have increasingly employed architectures such as Convolutional Neural Networks (CNNs), Recurrent 

Neural Networks (RNNs), and other deep neural networks [8], [9]. CNN-based approaches are particularly relevant 

for spatial analysis because they can learn visual patterns associated with manipulation, while recurrent architectures 

can model temporal information when detecting manipulated video sequences. Previous studies indicate that deep 

learning can identify manipulation patterns that are difficult to capture using conventional feature-based approaches 

[5]. However, the increasing complexity of these architectures does not necessarily guarantee consistent performance 

across datasets. Differences in training data, preprocessing procedures, manipulation types, and evaluation settings 

can produce substantial variations in detection performance [5], [8], [9]. Thus, comparisons between algorithms under 

https://ejurnal.seminar-id.com/index.php/bits
https://doi.org/10.47065/bits.v8i1.9555
https://creativecommons.org/licenses/by/4.0/
mailto:dyoaryapurnama12@email.com%20
mailto:idrissonny1502@email.com
mailto:ongkijuliandra2@gmail.com
mailto:dhafin@gmail.com
mailto:kenya_tania@gmail.com%20
mailto:allsela_meiriza@yahoo.co.id
mailto:dyoaryapurnama12@email.com%20
mailto:dyoaryapurnama12@email.com%20


Building of Informatics, Technology and Science (BITS)  
Volume 8, No 1, June 2026 Page: 677−686 
ISSN 2684-8910 (media cetak) 
ISSN 2685-3310 (media online) 
DOI 10.47065/bits.v8i1.9555   

Copyright © 2026 Author, Page 678  
This Journal is licensed under a Creative Commons Attribution 4.0 International License 

a consistent experimental setting remain important for determining whether a more complex model actually provides 

a meaningful performance advantage. 

Several studies have investigated advanced architectures for deepfake detection. Al-Dulaimi and Kurnaz 

proposed a hybrid CNN-LSTM model that combines spatial and temporal feature extraction to improve deepfake 

image detection [10]. Al-Adwan developed a CNN-RNN approach optimized using Particle Swarm Optimization 

(PSO) for manipulative content classification [11]. Other studies have employed architectures such as XceptionNet 

within digital image forensics frameworks to improve the detection of manipulated images [12]. Dharma et al. 

investigated EfficientNet and demonstrated the potential of transfer learning for improving deepfake detection 

performance in digital images [13]. These studies demonstrate the effectiveness of increasingly sophisticated 

architectures; however, their primary emphasis is on developing or optimizing advanced models rather than 

establishing a controlled comparison with conventional machine-learning approaches. Consequently, the relative 

performance advantage of a basic CNN over conventional classifiers under the same experimental conditions remains 

insufficiently addressed in the studies reviewed. 

Research combining different neural network architectures has also been conducted. Afandi and Purnama 

employed a CNN-GRU model for deepfake video detection using the Celeb-DF(v2) dataset, demonstrating the 

potential benefit of integrating spatial and temporal representations [14]. Kavitha et al. proposed an ensemble learning 

approach that combines multiple models to improve robustness against variations in visual manipulation [15]. 

Meanwhile, Varun Kumar et al. investigated machine-learning-based approaches for detecting manipulation in 

multimedia data [16]. Although these studies provide valuable evidence regarding the performance of individual 

approaches, they also reveal an important methodological issue: comparisons across studies are difficult because the 

datasets, preprocessing procedures, feature representations, and evaluation settings are not necessarily consistent. In 

addition, studies focusing on sophisticated architectures such as CNN-LSTM, CNN-RNN, XceptionNet, EfficientNet, 

and ensemble models do not directly establish how much performance improvement is obtained when these more 

complex approaches are compared with simpler machine-learning baselines under equivalent conditions [10]–[16]. 

This gap is particularly relevant because deepfake detection involves a trade-off between predictive 

performance and computational complexity. Advanced hybrid and ensemble architectures may provide richer feature 

representations, but they generally require more parameters, training resources, and computational time than 

conventional machine-learning methods. Conversely, conventional machine-learning algorithms may be 

computationally simpler but depend more strongly on the quality of the extracted features. Therefore, a direct 

algorithmic comparison using the same dataset, preprocessing pipeline, feature representation, and evaluation metrics 

can provide a more controlled assessment of the relative strengths and limitations of different approaches. Rather than 

attempting to propose another state-of-the-art architecture, such a comparison can establish an empirical baseline for 

determining whether the additional complexity of deep learning provides a meaningful improvement over 

conventional machine-learning methods for the specific deepfake detection setting investigated in this study. 

Based on this research gap, this study focuses on comparing the performance of a CNN-based deep learning 

approach with two conventional machine-learning algorithms for deepfake detection. The comparison is conducted 

under a consistent experimental setting to evaluate differences in classification performance and to examine the 

practical trade-off between detection capability and model complexity. This approach complements previous studies 

that predominantly emphasize hybrid, optimized, or state-of-the-art deep learning architectures [10]–[15] by providing 

a controlled comparison between a basic deep learning model and conventional machine-learning methods. The 

findings are expected to provide an empirical basis for understanding the relative suitability of the compared 

algorithms for deepfake detection and to clarify whether the use of a more complex deep learning approach offers a 

measurable advantage within the dataset and experimental conditions employed in this study [17], [18]. 

2. RESEARCH METHODOLOGY 

2.1 Research Stages 

This study aims to conduct a comparative analysis of the performance of several machine learning algorithms in 

classifying deepfake images in the context of information security. Deepfake technology is a form of Artificial 

Intelligence -based media manipulation that is capable of producing synthetic images with a high degree of similarity 

to the original image, making it difficult for humans to visually distinguish them [5], [6]. 

The development of this technology has given rise to various threats in the field of information security, such 

as the spread of disinformation, digital identity manipulation, and social engineering attacks that utilize fake visual 

media  [1], [2]. In recent years, improvements in the quality of deep learning-based generative models have made 

deepfake technology easier to use and potentially misused in various sectors, including politics, social media, and 

cybersecurity [7], [9] 

Various previous studies have shown that machine learning and deep learning- based methods are quite 

effective in detecting digital image manipulation. Deepfake detection techniques typically utilize visual pattern 

analysis in images to identify characteristic differences between original and manipulated images [8], [11]. 

Some algorithms frequently used in image classification are Random Forest, Support Vector Machine (SVM), 

and Convolutional Neural Network (CNN) because they are able to recognize complex feature patterns in visual data 
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[16], [14], [19]. Deep learning- based methods such as CNN are even capable of automatically extracting features 

from images, resulting in more accurate classification performance in many deepfake detection cases, [12], [13]. 

Based on this, this study conducted a comparative analysis of three classification algorithms: Random Forest, 

Support Vector Machine, and Convolutional Neural Network to determine which method performed best in detecting 

deepfake images. The research stages in this study are shown in Figure 1. 

Figure 1 presents the systematic workflow of this study, beginning with dataset collection, followed by image 

preprocessing, dataset distribution, feature extraction, classification using Random Forest, SVM, and CNN, and finally 

model performance evaluation. Each stage is conducted sequentially to ensure that the three classification algorithms 

are evaluated using the same experimental data and preprocessing conditions. 

 

Figure 1. Research Stages Flow 

2.2 Dataset Collection 

The dataset used in this study consists of facial images categorized into two classes: real images and manipulated 

images (deepfake images). This dataset serves as the primary data source for training and testing the classification 

model. The dataset used in this study was obtained from a public deepfake image dataset repository. The dataset 

consists of facial images divided into two classes, namely real images and deepfake images. The dataset contains a 

total of 2,000 images, consisting of 1,000 real images and 1,000 deepfake images, resulting in a balanced class 

distribution of 50% real images and 50% deepfake images. 

The dataset contains facial images with variations in facial appearance, pose, expression, background, and 

image quality. These variations provide different visual characteristics that can be learned by the classification models. 

The use of both real and manipulated facial images also enables the models to learn differences in visual patterns 

associated with deepfake manipulation. In the training stage, the model will learn the visual characteristics of both 

image classes so that it can automatically distinguish between original and manipulated images. Deepfake datasets are 

generally obtained from a collection of images or videos that have been manipulated using deep learning-based 

generative techniques such as Generative Adversarial Network (GAN) [6], [7]. 

Dataset quality plays a very important role in improving the model's ability to recognize visual manipulation 

patterns in digital images[5], [8]. A good dataset generally has a large amount of data, a variety of faces, and a balanced 

class distribution between original and deepfake images. With a representative dataset, the model can learn feature 

patterns more accurately, thus optimizing classification performance when tested on new data. Furthermore, dataset 

diversity can also improve the model's generalization ability when faced with various types of image manipulation 

[9], [20]. 

2.3 Data Preprocessing 

Preprocessing stage is carried out to improve the quality of the data before it is used in the model training process. 

This process aims to ensure that the dataset has a uniform format and is ready to be used by the machine learning 

algorithm  [8], [11]. This process includes several steps such as: 

a. Image Resizing                             

Image resizing is the process of changing the size of an image to a specific dimension so that all data has the same 

size and can be processed by the model. This process is especially important in deep learning methods like CNNs, 

which require consistent image size input. In this study, all facial images are resized to 32 × 32 pixels. The same 

image dimension is applied to all classification algorithms to maintain consistent input data and ensure that the 

comparison is conducted under the same image representation. The 32 × 32 pixel dimension also reduces the 

number of input features and computational requirements during the training process. 

b. Pixel Value           

Normalization Pixel value normalization is the process of changing the range of image pixel values from the initial 

scale, for example 0–255, to a smaller range such as 0–1. Normalization aims to increase the stability of the model 

training process and accelerate the convergence process during training [16]. In this study, pixel values are 

normalized from the original range of 0–255 to a range of 0–1 by dividing each pixel value by 255. This 

normalization method produces a consistent numerical range for all input images and is particularly useful for 

stabilizing the numerical processing and training of the CNN model. 
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c. Cleaning Irrelevant Data  

Data cleaning is carried out to remove corrupted, duplicate, or inappropriate data for research purposes. This 

process is important to ensure that the dataset used is of high quality and free from noise that could affect model 

performance [7]. The cleaning process includes identifying corrupted images, duplicate images, images that cannot 

be read properly, and images that are not relevant to the two classification categories. Images identified as 

unsuitable are removed before the dataset is divided into training and testing data. This step is intended to prevent 

irrelevant or defective samples from introducing noise into the classification process. 

Preprocessing process aims to improve the quality of the dataset so that the model can learn image patterns 

more effectively and produce better classification performance  [11], [14]. Figure 2 shows the preprocessing sequence 

applied to the image data, beginning with the original facial image, followed by resizing to 32 × 32 pixels, pixel-value 

normalization from 0–255 to 0–1, and cleaning of unsuitable data. This process produces standardized image data that 

can subsequently be used by the three classification algorithms. 

 

Figure 2. Image Preprocessing Process 

2.4 Dataset Distribution 

The dataset that has gone through the preprocessing process is then divided into two parts, namely: 

a. Training Data:           

 Training data is the data used to train a machine learning model to learn patterns from the dataset. At this stage, 

the algorithm analyzes the data's features and labels (e.g., real and fake) so the model can develop classification 

rules or patterns. The better the quality and quantity of training data, the better the model's ability to recognize 

patterns. In this study, 80% of the dataset is used as training data, while the remaining 20% is used as testing data. 

The training data is used exclusively for learning the classification patterns, while the testing data is retained for 

evaluating the model after training. 

b. Testing Data:            

 Testing data is data used to test model performance after the training process is complete. This data is not used in 

the training process, so it provides an objective picture of how well the model predicts new data. The results of 

testing data are typically used to calculate the accuracy, precision, recall, and F1-score of the model. The 20% 

testing data is not included in the model training process. This separation ensures that the final evaluation is 

performed on data that was not directly used to learn the classification patterns. Dataset partitioning is an important 

step in the process of developing a machine learning model because it can be used to measure the model's 

generalization ability to data that has never been studied before [19], [20]. 

The same dataset distribution is applied to Random Forest, SVM, and CNN so that the performance comparison 

is conducted using identical training and testing conditions. 

2.5 Feature Extraction 

Feature extraction is the process of obtaining important information from an image that can be used by a classification 

algorithm. The extracted features can be texture, edge patterns, facial structures, or other visual characteristics that 

can distinguish between the original image and the manipulated image, [13], [14]. Deep learning methods like 

Convolutional Neural Networks, the feature extraction process is performed automatically through convolution layers. 

These layers are capable of detecting various visual patterns in images, such as lines, textures, and object structures, 

in a hierarchical manner. With this capability, the CNN model can learn complex visual characteristics so that it is 

able to distinguish between images belonging to different classes with a high level of accuracy, [12], [17]. For Random 

Forest and SVM, the image data is converted into numerical feature vectors before classification. Since the images 

have been resized to 32 × 32 pixels, the pixel values are flattened into a one-dimensional representation before being 

provided to the conventional machine-learning algorithms. Thus, Random Forest and SVM use the same standardized 

pixel representation as input, while CNN performs feature extraction automatically through its convolutional layers. 

This distinction means that Random Forest and SVM rely on the predefined pixel representation, whereas CNN 

simultaneously learns the relevant visual features and performs classification. Therefore, the comparison examines 

the performance of conventional classifiers using standardized image features against a deep learning classifier 

capable of automatically learning hierarchical visual representations. 

2.6 Random Forest Classification 

Random Forest is an ensemble learning- based classification algorithm that combines a number of decision trees to 

improve prediction performance. Each decision tree is built using a different subset of data through a bootstrap 

sampling technique [16]. The final classification results are obtained through a majority voting mechanism from all 

the decision trees formed. This method has the advantage of reducing the risk of overfitting and is able to handle 

dataset with a large number of features [4]. In this study, Random Forest is configured using multiple decision trees 

to obtain the final classification through majority voting. The number of trees is selected to provide a sufficiently 
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diverse ensemble while maintaining reasonable computational requirements. The same training and testing data are 

used as those applied to the SVM and CNN models. Due to its capabilities, Random Forest is often used in various 

data classification studies including digital image analysis and AI-based media manipulation detection. 

2.7 Support Vector Machine (SVM) 

Support Vector Machine (SVM) is a classification algorithm that works by finding the optimal hyperplane to separate 

data into two different classes. This algorithm attempts to determine the dividing boundary that has the maximum 

margin between two groups of data to produce a stable classification model [3]. SVM has good capabilities in handling 

datasets with high feature dimensions so it is widely used in various machine learning studies. In addition, the use of 

kernel functions in SVM allows data to be mapped into a higher dimensional space so that separation between classes 

can be carried out more optimally, especially when the data cannot be separated linearly [16]. 

 In this study, the SVM classifier uses a radial basis function (RBF) kernel. The RBF kernel is used because it 

enables the SVM to construct a nonlinear decision boundary by mapping the input features into a higher-dimensional 

feature space. This characteristic is relevant to image classification because the relationship between pixel-level visual 

features and the real/deepfake classes may not be linearly separable. The use of the RBF kernel is kept consistent 

throughout the experiment so that the SVM performance can be evaluated under a clearly defined kernel configuration. 

2.8 Convolutional Neural Networks (CNN) 

Convolutional Neural Network (CNN) is a deep learning method widely used in digital image analysis. CNN is 

designed to automatically extract visual features through several layers of data processing [12]. The CNN architecture 

consists of several main layers, namely: 

a. Convolution layer is the main layer in a CNN, responsible for extracting features from an image. This layer works 

by using filters or kernels that move across the image to detect important patterns such as edges, texture, and shape. 

b. Pooling Layers: Pooling layers reduce the dimensionality of the features generated by the convolution layer. This 

process helps reduce computational complexity and preserves important image information, typically using 

methods such as max pooling or average pooling. 

c. Fully Connected Layer: The fully connected layer is the final layer in CNN which functions to carry out the 

classification process. At this stage, all previously extracted features will be processed to determine the output 

class, whether the image belongs to the real image or deepfake image category, [17], [18]. 

In this study, the CNN architecture consists of two convolutional blocks followed by a fully connected 

classification layer. Each convolutional block consists of a convolution layer, an activation function, and a max-

pooling layer. The convolutional layers use 3 × 3 filters to extract local visual patterns, while the pooling layers reduce 

the spatial dimensions of the resulting feature maps. The first convolutional layer uses 32 filters, while the second 

convolutional layer uses 64 filters. The feature maps generated by the second convolutional block are flattened before 

being passed to the fully connected layer. The final output layer uses a sigmoid activation function to produce the 

probability of the two-class classification task, namely real and deepfake. The CNN model uses the ReLU activation 

function in the convolutional layers because it introduces nonlinearity while maintaining computational simplicity. 

The model is trained using the Adam optimizer with a binary cross-entropy loss function, which is appropriate for 

binary classification. The training process is performed using the same training dataset used for the Random Forest 

and SVM models, while the testing dataset is retained for final performance evaluation.  

Figure 3 represents the CNN architecture specifically implemented in this study rather than a general 

conceptual representation of CNN. The architecture begins with a 32 × 32 pixel input image, followed by two 

convolutional layers with 32 and 64 filters, respectively, max-pooling operations, flattening, a fully connected 

classification stage, and a final sigmoid output for real and deepfake classification. 

 

Figure 3. CNN Architecture for Image Classification 

2.9 Model Performance Evaluation 

To evaluate the performance of the classification model, this study uses several evaluation metrics commonly used 

in machine learning and deepfake detection research, [5], [11]. 

a. Accuracy                                                                                                                                                       

Accuracy is a measure of the percentage of correct predictions compared to the total data set. The accuracy value 

provides a general overview of how well a model classifies deepfake images and authentic images. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 (1) 

b. Precision                                                                                      

Precision is used to measure the model's accuracy in predicting detected images as deepfakes. This metric indicates 

how many deepfake predictions are actually deepfakes. 
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𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
 (2) 

c. Recall  

Recall indicates the model's ability to detect all deepfake images in the dataset. This metric is crucial in information 

security systems because it relates to the system's ability to optimally detect threats [2]. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (3) 

d. F1-Score 

The F1-score is the harmonic mean of precision and recall. This metric is used to strike a balance between a model's 

accuracy and detection ability in deepfake image classification. 

𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 (4) 

e. Confusion Matrix  

Model evaluation is also carried out using a confusion matrix to see the distribution of classification results 

between real and deepfake classes. The confusion matrix provides information on the number of correct and 

incorrect predictions for each class so that it can be used to calculate accuracy, precision, recall, and F1-score 

values in more detail, [10], [20]. 

Table 1. Confusion Matrix 

  Deepfake Prediction Real Prediction 

Deepfake TP FN 

Real FP TN 

Table 1 presents the four possible classification outcomes used to evaluate the models. The rows represent the 

actual class, while the columns represent the predicted class. The matrix therefore provides a direct representation 

of the correct and incorrect predictions produced by each classification algorithm. As shown in Table 1, TP 

represents deepfake images correctly predicted as deepfake, TN represents real images correctly predicted as real, 

FP represents real images incorrectly predicted as deepfake, and FN represents deepfake images incorrectly 

predicted as real. These four outcomes form the basis for calculating accuracy, precision, recall, and F1-score. 

TP (True Positive) : the number of deepfake images that were correctly classified as deepfakes. 

TN (True Negative) : the number of original images that were correctly classified as real. 

FP (False Positive) : the number of original images that are incorrectly classified as deepfakes 

FN (False Negative) : the number of deepfake images that are incorrectly classified as real. 

 The evaluation values of each algorithm are then compared to determine which method has the best 

performance in detecting deepfake images. This analysis is expected to contribute to the development of information 

security systems based on digital image manipulation detection [4], [7], [13]. The comparison is performed using the 

same evaluation metrics and testing data for Random Forest, SVM, and CNN. The results are interpreted with 

reference to Table 1 to identify both the overall classification performance and the specific types of errors generated 

by each algorithm. 

3. RESULTS AND DISCUSSION 

This section presents the implementation results of the methods used in the research and a discussion of the 

experimental results obtained. The results presented in this section focus on the performance obtained by the three 

classification algorithms under the experimental conditions described in the methodology. This study aims to compare 

the performance of several machine learning algorithms in detecting deepfake images in the context of information 

security. The comparison focuses on the classification performance of Convolutional Neural Network (CNN), 

Random Forest, and Support Vector Machine (SVM) using the same dataset and evaluation procedure. 

This study used three different classification algorithms: Convolutional Neural Network (CNN), Random 

Forest, and Support Vector Machine (SVM). These three algorithms were chosen because they have different 

characteristics in the data learning process and have been widely used in image classification research. CNN performs 

feature learning and classification through its convolutional architecture, whereas Random Forest and SVM perform 

classification based on the feature representation provided as input.  

This difference provides the basis for comparing a deep learning approach with conventional machine-learning 

approaches in the same deepfake image classification task. The research process is carried out through several main 

stages, namely dataset collection, data pre-processing, implementation of classification algorithms, and evaluation of 

model performance using several evaluation metrics such as accuracy, precision, recall, and F1-score. In addition, this 

study also uses a confusion matrix to provide a more detailed analysis of the classification results produced by each 

model. 
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3.1 Experimental Results 

The test results for the three algorithms are shown in Table 2. 

Table 2. Comparison of Algorithm Performance 

Algorithm Accuracy Precision Recall F1-Score 

CNN 91% 93% 88% 91% 

Random Forest 75% 77% 71% 74% 

SVM 77% 79% 73% 76% 

 Based on experimental results, the CNN algorithm demonstrated superior classification performance compared 

to Random Forest and SVM. As shown in Table 2, CNN achieved the highest accuracy of 91%, followed by SVM at 

77% and Random Forest at 75%. CNN also achieved the highest precision (93%), recall (88%), and F1-score (91%). 

The difference in accuracy between CNN and SVM is 14 percentage points, while the difference between CNN and 

Random Forest is 16 percentage points. The F1-score shows a similar pattern, with CNN achieving 91%, compared 

with 76% for SVM and 74% for Random Forest. These results indicate that CNN produced the strongest overall 

classification performance among the three approaches under the experimental conditions of this study. Random 

Forest demonstrated fairly stable performance in image classification, although it still fell short of CNN. Meanwhile, 

SVM also performed well, but its performance was significantly affected by the feature representation used. The 

results in Table 2 should be interpreted as a single experimental evaluation. Because repeated-run results, standard 

deviations, or confidence intervals are not reported in the present experiment, statistical uncertainty cannot be 

quantified from the available results. Therefore, the performance differences are reported descriptively rather than 

interpreted as statistically significant differences. 

 In addition, the current results do not provide sufficient information to establish a quantitative comparison of 

computation time between the three models. Computation time would require recording training and/or inference time 

under the same hardware and software conditions. 

3.2 Visualization of results 

To provide more in-depth analysis results on the classification results, this study also provides an evaluation using a 

confusion matrix. The confusion matrix is intended to show the number of correct and incorrect predictions generated 

by a classification model. The results are as follows. To avoid ambiguity with the CNN architecture figure in the 

methodology section, the confusion-matrix visualization is assigned a separate figure number from the CNN 

architecture. The three visualizations are labeled (a), (b), and (c), corresponding to CNN, SVM, and Random Forest, 

respectively. 

 
a. Convolutional Neural Network 

(CNN) 

 
b. Support Vector Machine (SVM) 

 
c. Random Forest 

Figure 3. Visualization of Confusion Matrix Results (left) 

 Figure 3 presents the confusion-matrix visualization for the three classification algorithms. Panel (a) represents 

the CNN results, panel (b) represents the SVM results, and panel (c) represents the Random Forest results. Each panel 

should display the actual numerical values of TP, TN, FP, and FN so that the classification errors of the three models 

can be directly examined. The confusion matrix provides additional information that cannot be observed from 

accuracy, precision, recall, and F1-score alone because it distinguishes between correctly classified and incorrectly 

classified samples for each class. In particular, the false-negative value is important because it represents deepfake 

images that are incorrectly classified as real images. 

Through confusion matrix analysis, the distribution of classification errors can be examined for each model. 

However, based on the current visualization, a specific qualitative explanation of the visual characteristics of the 

misclassified images cannot be established without examining the corresponding misclassified image samples. 

Therefore, the misclassification results are not attributed to specific visual characteristics such as facial distortion, 

blending artifacts, or lighting inconsistencies without supporting image-level evidence. 
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3.3 Discussion 

Based on the experimental results, each classification algorithm demonstrates different levels of effectiveness in 

addressing the problem of deepfake image detection. The Convolutional Neural Network (CNN) achieved the highest 

accuracy of 91%, outperforming Support Vector Machine (77%) and Random Forest (75%). The results in Table 2 

therefore indicate that CNN provided the strongest classification performance among the three algorithms under the 

experimental conditions used in this study. 

This finding is consistent with the general direction of previous deepfake detection research that has 

increasingly employed deep learning architectures to learn complex visual representations. For example, Al-Dulaimi 

and Kurnaz proposed a CNN-LSTM approach that combines spatial and temporal feature representations [10], while 

Al-Adwan employed a CNN-RNN model optimized using Particle Swarm Optimization [11]. XceptionNet has also 

been investigated for digital image manipulation detection [12], and Dharma et al. reported the use of EfficientNet 

with transfer learning for deepfake image detection [13]. These studies and the present results point in a similar 

direction regarding the potential of deep learning for extracting discriminative representations from manipulated visual 

content. 

However, the present study differs from these approaches in its comparative scope. Rather than proposing a 

hybrid or optimized deep learning architecture, this study compares a CNN with Random Forest and SVM under the 

same experimental setting. The results in Table 2 show that the CNN obtained a 14-percentage-point accuracy 

advantage over SVM and a 16-percentage-point advantage over Random Forest. This provides an empirical indication 

that the deep learning approach used in this experiment performed better than the two conventional classifiers for the 

selected dataset and input representation. 

The result is also relevant to previous work using combinations of CNN and GRU for deepfake detection on 

Celeb-DF(v2) [14] and ensemble learning approaches for improving robustness to variations in visual manipulation 

[15]. While those studies investigate more sophisticated combinations of models, the present study demonstrates that 

even a comparatively direct CNN-based approach can achieve higher classification performance than the conventional 

machine-learning approaches evaluated here. Nevertheless, the difference in experimental datasets and model 

configurations means that the numerical results should not be directly interpreted as evidence that the CNN used in 

this study is superior to all architectures reported in previous research. 

From a problem-solving perspective, the CNN result can be attributed to its ability to learn image 

representations directly through convolutional operations, whereas Random Forest and SVM rely on the feature 

representation supplied to them. The performance difference therefore reflects not only differences between classifiers 

but also differences in how the three approaches represent and process visual information. 

The SVM achieved an accuracy of 77% and an F1-score of 76%, while Random Forest achieved an accuracy 

of 75% and an F1-score of 74%, as reported in Table 2. The relatively close performance of these two conventional 

approaches indicates that neither achieved the same level of classification performance as CNN under the experimental 

conditions. However, the results do not by themselves establish that SVM or Random Forest are generally unsuitable 

for deepfake detection because their performance may vary with feature representation, hyperparameter configuration, 

and dataset characteristics. 

In contrast, the Support Vector Machine (SVM) approach reflects a more traditional problem-solving strategy 

that relies heavily on the quality of input features. SVM attempts to solve the classification problem by finding an 

optimal hyperplane that separates data into distinct classes. The 77% accuracy obtained by SVM indicates that the 

selected feature representation contains sufficient information for distinguishing part of the real and deepfake samples, 

although the resulting performance remains below CNN. 

Meanwhile, the Random Forest algorithm employs an ensemble-based problem-solving approach by 

combining multiple decision trees to improve classification stability. Its accuracy of 75% and F1-score of 74% indicate 

that the feature representation used in this experiment allowed Random Forest to distinguish between the two classes, 

but with lower overall performance than both CNN and SVM. 

Further analysis using the confusion matrix reveals important insights into the nature of classification errors 

across all models. However, the available results do not provide sufficient image-level evidence to determine whether 

the errors were specifically caused by facial distortions, blending artifacts, lighting inconsistencies, or other visual 

characteristics. Such an interpretation would require qualitative examination of representative false-positive and false-

negative images. 

Another important limitation concerns cross-dataset generalization. The models in this study were evaluated 

using the same dataset for training and testing, so the results primarily describe performance within the distribution 

represented by that dataset. The reported 91% CNN accuracy should therefore not be interpreted as evidence of 

robustness against unseen datasets with different identities, image quality, manipulation techniques, compression 

levels, or demographic characteristics. Cross-dataset evaluation using an independent deepfake dataset would be 

necessary to determine whether the learned representations generalize beyond the dataset used in this study. 

This limitation is particularly important because previous studies have used different datasets and architectures, 

including Celeb-DF(v2) in CNN-GRU-based detection [14]. Differences in dataset composition and manipulation 

characteristics can influence model performance, making direct comparison across studies difficult. Therefore, the 
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results of this study provide evidence of comparative performance within the selected experimental dataset rather than 

a universal ranking of deepfake detection algorithms. 

Overall, the findings of this study demonstrate that within the experimental conditions used in this research, 

CNN achieved higher classification performance than Random Forest and SVM. CNN's ability to integrate feature 

extraction and classification into a single, end-to-end process provides a potential advantage in handling the visual 

patterns represented in the dataset. 

Nevertheless, the findings should be interpreted together with the limitations of the experimental design, 

particularly the use of 32 × 32 pixel input images, the absence of cross-dataset evaluation, and the lack of repeated 

experimental runs or statistical uncertainty measures. These limitations restrict the extent to which the reported 

performance can be generalized to other datasets and real-world deepfake content. 

Therefore, future research should evaluate the models using higher-resolution images, independent datasets, 

repeated experimental runs, and cross-dataset testing. Such evaluation would provide stronger evidence regarding the 

robustness and generalizability of the detection models. In addition, reporting computation time and model complexity 

would provide a more complete comparison between CNN, Random Forest, and SVM, particularly when considering 

practical deployment in information security systems. 

4. CONCLUSION 

Based on the results of the research that has been conducted, the comparison of Convolutional Neural Network (CNN), 

Random Forest, and Support Vector Machine (SVM) shows that the choice of classification approach has a substantial 

effect on deepfake image detection performance under the experimental conditions of this study. The research process 

consisted of dataset collection, data preprocessing, dataset division, implementation of the three classification 

algorithms, and model performance evaluation using accuracy, precision, recall, and F1-score. Experimental results 

show that the CNN algorithm achieved the highest performance, with an accuracy of 91%, precision of 93%, recall of 

88%, and F1-score of 91%, compared with Random Forest, which achieved 75% accuracy, and SVM, which achieved 

77% accuracy. The 14-percentage-point accuracy difference between CNN and SVM and the 16-percentage-point 

difference between CNN and Random Forest indicate that the performance advantage of CNN was not limited to a 

single evaluation metric. CNN also obtained the highest F1-score, suggesting a more balanced classification 

performance between precision and recall within the evaluated dataset.  These findings indicate that the advantage of 

CNN in this experiment is associated with its ability to learn visual representations directly from image data, whereas 

Random Forest and SVM depend on the feature representation provided to the classifier. However, the result should 

not be interpreted as evidence that CNN is universally superior for deepfake detection. Rather, it demonstrates that 

CNN performed better than the two conventional classifiers evaluated in this study under the specific dataset, 

preprocessing procedure, image resolution, and experimental configuration employed. An important limitation of the 

findings is the restricted basis for generalization. The use of 32 × 32 pixel images may reduce computational 

requirements but can also discard fine-grained facial information that may be relevant to detecting sophisticated 

manipulation. In addition, the evaluation was conducted within the selected dataset and did not include cross-dataset 

testing. Consequently, the reported 91% CNN accuracy does not establish how well the model would perform on 

images originating from different datasets, identities, image qualities, compression levels, or deepfake generation 

techniques. Therefore, future research should focus not only on increasing the amount of data but also on testing model 

generalization through cross-dataset evaluation and using higher-resolution facial images that preserve manipulation-

related details. Future experiments should also compare the existing CNN approach with more advanced architectures 

or transfer-learning approaches and report computational time alongside classification performance. These evaluations 

would provide stronger evidence regarding whether the performance advantage observed in this study remains 

consistent when the model encounters previously unseen forms of deepfake manipulation. 
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