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Abstract-Dynamic Multipoint Virtual Private Network (DMVPN) technology is one of Cisco's solutions to overcome the
limitations of VPN scalability. DMVPN has a combination of components: Next hop resolution protocol (NHRP), Multipoint
Generic Routing Encapsulation (nGRE) and Routing protocol. This research implements a simple network consisting of Hub,
Spokel, Spoke2, Lanl, Lan2 and Lan3 using the GNS3 simulator. This study compares the performance of IPSec and without
IPsec on DMVPN using the BGP Routing protocol on performance parameters namely delay, throughput, jitter and packet loss to
evaluate the security impact of the DMVPN network. The results of this study indicate that IPSec DMVPN has an effect on sending
UDP packets which have a throughput value without IPSec of 5082.18 kbit/s while IPSec's throughput is 5034.40 kbit/s. The value
of packet loss without IPSec has a value of 7.54% while IPSec has a value of 4.79%. The results of the jitter value have the same
value. The delay value without IPSec has a value of 0.183s while the IPSec delay value is 0.410s. TCP packet delivery has a
throughput value without IPSec is 1139.16 kbit/s while the IPSec throughput value is 1105.20 kbit/s. The results of the packet loss
value and the jitter value have the same value. The delay value without IPSec has a value of 0.185s while the IPSec delay value is
0.187s.
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1. INTRODUCTION

Virtual Private Network (VPN) technology using IPSec is a common solution applied to maintain confidentiality,
integrity, and availability on the network. VPN technology has weaknesses in implementation configuration time and
has high latency. The cause of the high latency is the increase in traffic load on the main Hub. VPN also has a reduction
in packet routing overhead caused by high traffic from the client to the hub, resulting in higher network performance
and even reduced network power consumption [1], [2].

To overcome the limitations of VPN, the company Cisco introduced the Dynamic Multipoint Virtual Private
Network (DMVPN). DMVPN is a routing modeling technique that uses a mesh network topology on a hub (Server)
that is connected between spoke (Client) routers that are connected and allows traffic between spoke routers to be sent
without going through the hub. In addition, DMVPN does not need to reconfigure the location of the new client
connected to the hub and has broad scalability compared to VPN [1][2][3][4].

DMVPN has a dynamic routing protocol that is used to manipulate routing packet updates on spokes and hubs.
The types of dynamic routing used include RIP, OSPF, EIGRP, IS — IS, and BGP [1], [3]. In this study, the BGP
routing protocol is used which can be used with a high scalability range and is suitable for use on the DMVPN protocol
which has wide scalability [5]. Encryption of traffic between hubs is important to protect the system from cyber
criminals. The use of the right encryption algorithm is important because it will be directly proportional to the
performance of network communication. IPSec is an encapsulation method used to secure traffic between clients. To
build and protect a DMVPN network, a basic IPsec configuration with mGRE and NHRP must be implemented at
each node to ensure a basic level of confidentiality and integrity to establish protection on the DMVPN network][1],
[6171[8].

In a previous study by Hasan Mohamed Marah [1], the performance analysis of the DMVPN network on
dynamic routing protocols and IPSec on OSPF routing was successfully carried out. The results of the study illustrate
that phase 2 has better results than phase 1, in phase 2 OSPF routing without security implementation shows higher
performance and has the best throughput value of 7.04 Mbits/sec, with the lowest jitter value of 18.243 ms and shows
the lowest latency value is 100,983 ms. The implementation of IPsec in phase 2 reduces the throughput of OSPF up
to 62.642%. In phase 2, EIGRP showed the highest jitter of 26,775 ms, and RIPv2 showed the highest latency of
120,741 ms .

In research by Siti Ummi Masruroh [3], an analysis of the performance of DMVPN on the RIP, OSPF, and
EIGRP routing protocols has been carried out using the main phases of DMVPN. The results of this study were
conducted to compare the performance of DMVPN from three routing protocols using RIP, OSPF, and EIGRP using
GNS3. The parameters used in this study are throughput, jitter, and packet loss. The purpose of this paper is to show
that DMVPN RIP phase 2 has the highest throughput value. Then DMVPN phase 2 EIGRP has the best jitter value.
And the DMVPN 3 RIP phase has the highest packet loss value. And the DMVPN 3 phase total has the lowest value
among other simulations.

The results of research from Nanda Iryani [10] regarding the Implementation of Dynamic Multipoint Virtual
Private Network Dual Hub by applying the High Availability concept show that the test scenario using dual Hub gets
the best value from all Quality of Service parameters using EIGRP routing with spoke to spoke communication design.
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Communication design speaks superior to design models that use OSPF routing. The Quality of Service parameter
has a very good value, such as the throughput value of 3,324.774 kbps, jitter 2.16 ms, and packet loss which is only
0.01% while the delay value is 255.02 ms is the standard category. The results of the second test scenario are using
one hub using EIGRP and OSPF routing to get the same inhibiting results. The delay value has the best value, which
is 408.64 ms when using EIGRP. This value belongs to the medium category, for the throughput value is 3,114,231
kbps, the jitter is 2.30 ms and the packet loss is 0.01% classified as a very good category.

Angelescu's research [2] conducted a DMVPN simulation on the GNS3 network simulation software, in this
study a DMVPN simulation on GNS3 to compare VPN performance. The result of this study is that DMVPN has
broad scalability compared to VPN.

The problem raised in this study is to determine the impact of IPSec on the DMVPN protocol on the Quality
of service in BGP Routing with performance parameters of delay, throughput, jitter, and packet loss. The test
parameters in this study consist of throughput to measure the bit rate per second (BPS) with the total number of packet
arrivals observed within a certain destination time interval, delay (latency) to determine the time it takes data to travel
a certain distance from sender to receiver, jitter the number of delay and packet loss variances to show the parameters
of the number of packets lost in sending packets to the destination[11][12][13][14][15].In this study, we will compare
the analysis of IPSec and without IPSec on DMVPN using the BGP Routing Protocol. The implementation of this
study uses the GNS3 simulator application to perform network design, network configuration, and testing of network
performance using D-1TG tools. The purpose of this study is to model IPSec on a special DMVPN using the BGP
Routing protocol, and analyze the performance of IPSec and without IPsec on a DMVPN using the BGP protocol on
performance parameters such as delay, throughput, jitter and packet loss.

2. RESEARCH METHODOLOGY
2.1 Research Stages.
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Figure 1. Modeling System

The network system design scheme to be built is to combine the DMVPN protocol with BGP and IPsec routing.
In addition, in this design uses D-ITG software to determine network performance such as delay, throughput, jitter,
and packet loss. In designing this system model using the GNS3 simulator with the features used in modeling this
system, namely Cisco 7200, Ubuntu 20, and D-1TG Routers. The steps in modeling this system are first to design the
topology which will be designed through the GNS3 simulator after doing the design then to configure NHRP and
MGRE in each tunnel. Then after configuring NHRP and mGRE, the next step is to configure IPSec and BGP Routing
on network devices (hub and spoke). Then after completing all the configurations, the next stage is to test network
performance using D-ITG and the last stage is to capture the results from the D-ITG test. In Figure 1 is a modeling
system that will be made in this study.
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2.2 Software and Hardware Specifications

Some of the software used in this study uses the Windows 10 operating system, for the simulator application using
GNS3, besides that it also uses a virtual box that functions to install the Ubuntu operating system for clients and uses
Cisco routers for hubs, 1SPs, and spokes. The hardware used in this research is Intel Core i7, 8GB Ram, and 250GB
SSD. Software and hardware in using the GNS3 simulator have minimum requirements, namely the Windows 7
operating system, 2 64-bit logical core processors, 4GB of RAM, and 1GB of memory. In addition, the recommended
specifications are Windows 7 and above, 4 logical core processors, 8GB RAM and memory using SSD.

2.3 Topology Design
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Figure 2. Topology Design

The justification for this topology design is using a mesh topology, which is a form of computer network that is
connected. In this topology design, it is designed to use one hub (server) and two spokes (client) because it is a
minimum requirement to test network performance on the DMVPN protocol, it must have one hub as a server and
two spokes as a client.

Things that must be prepared in designing the topology in the GNS3 simulator are preparing a Cisco 7200
router image which can be downloaded on the GNS3 website, the Cisco 7200 router is used for Hub, ISP, and Spoke
devices. In addition, it also prepares a virtual box that is used to install the Ubuntu operating system which functions
as a network performance analysis (client). The implementation of IPSec in this topology design is found in hub
devices and spokel and spoke2 devices. In Figure 2 is the topology design that will be made in this study.

2.4 IP Address Configuration

The IP address below consists of the ISP Interface, HUB, Spoke, and Ipterm. In the IP Address below, the hub uses
AS 65001, and Spoke uses AS 65002 and 65003. The table 1 below describes the IP addresses used on each interface.
Table 1 is the IP Address that will be used in this study.

Table 1. IP Address

Interface Tunnel NBMA IP LAN
ISP - 20.10.1.1 -
ISP - 20.10.2.1 -
ISP - 20.10.3.1 -
HUB AS 192.168.0.1 20.10.1.2 192.168.1.1
65001
HUB AS 192.168.0.2 20.10.2.2 192.168.2.1
65002
HUB AS 192.168.0.3 20.10.3.2 192.168.3.1
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65003

Ipterm1 - - 192.168.1.2
Ipterm2 - - 192.168.2.2
Ipterm3 - - 192.168.3.2

2.5 Scenario

The test scenario consists of two main tests carried out in this final project, namely the results of the output delay,
throughput, jitter, and packet loss of the BGP protocol on DMVPN without IPsec and the evaluation of BGP
performance with IPSec tunnel on DMVPN.

3. RESULTS AND DISCUSSION
3.1 DMVPN Configuration
The steps in configuring a dynamic multipoint virtual private network are as follows:

a. The first step is setting the IP address on the hub, spokel, spoke2, and internet router according to table 1. In figure
3 the results of the configuration of the IP address of the hub, figure 4 the results of the configuration of the IP
address of the internet router, the figure 5 the results of the configuration of the IP address of spokel, and the
figure 6 the results of the configuration of the IP address of the spoke2.

Figure 6. Result of IP address configuration spoke2

b. The second step is to configure the tunnels on the hub, spokel, and spoke2. The tunnel configuration consists of
MGRE and NHRP configurations. in the figure 7 the results of the tunnel hub configuration, the figure 8 the results
of the spokel tunnel configuration, and the figure 9 the results of the spoke2 tunnel configuration.
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Figure 9. Results of the spoke2 tunnel configuration

c. Next shows the DMVPN that is connected to each tunnel, as shown in Figure 10 shows the results of the IP NBMA
and IP tunnel from the hub. Figure 11 shows the results of IP NBMA and IP tunnel from spokel and figure 12
shows the results of IP NBMA and IP tunnel from spoke2.

- Incomplete

Figure 10. The results of the IP NBMA and IP tunnel from the hub
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Figure 12. The results of IP NBMA and IP tunnel from spoke2

d. It then displays the IP NHRP connected to each tunnel. Figure 13 shows the IP NHRP results from the hub, Figure
14 shows the IP NHRP results from spokel, and Figure 15 shows the IP NHRP results from spoke2.

Figure 15. The IP NHRP results from the spoke2

e. Add clients without having to configure from scratch on the hub, and it doesn't take long to configure. Figure 16
is the configuration result from the client (new spokes) to the hub and the configuration and results of adding
clients (new spokes).
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Figure 16.The result of the configuration of the addition of a new spoke
3.2 Routing BGP

The steps in configuring the border gateway protocol routing on a dynamic multipoint virtual private network are as

follows:

a. The first step is to configure the IP address as in point 3.1 part a.

b. The second step is to configure a dynamic multipoint virtual private network like point 3.1.

c. Next, configure the BGP routing on the hub, spokel, and spoke2. in the figure 17 is the BGP syntax of the hub,
spokel, and spoke2.

Hub

conf t spokel spoke2

router bgp 65001 conf t conf t

neighbor 20.10.1.1 remote-as 65001 router bgp 65602 router bgp 65003

network 20.10.1.0 mask 255.255.255.¢  neighbor 20.10.2.1 remote-as 65001 neighbor 20.10.3.1 remote-as 65001

network 192.168.0.0 mask 255.255.255.0 Network 20.16.2.0 mask 255.255.255.8  network 20.10.3.@ mask 255.255.255.0
network 192.168.1.8 mask 255.255.255.98 network 192.168.0.0 mask 255.255.255.0 npetwork 192.168.0.0 mask 255.255.255.0
: T : : *Y network 192.168.2.0 mask 255.255.255.0 petwork 192.168.3.0 mask 255.255.255.0

Figure 17. the BGP syntax of the hub, spokel, and spoke2

Figure 17 explains that area 65001 is an autonomous system from the hub, for routing paths through the internet
with IP 20.10.1.1 with autonomous system 65001, for the network address itself we register the network from the
NHRP hub network, network tunnel hub, and connected network to perform testing. Figure 17 explains that area
65002 is an autonomous system from spokel, for routing paths through the internet with IP 20.10.2.1 with
autonomous system 65001, for the network address itself we register the network from the NHRP network spokel,
the tunnel network spokel, and the connected network to perform the test. Figure 17 explains that area 65003 is
an autonomous system from spokel, for routing paths through the internet with IP 20.10.3.1 with autonomous
system 65001, for the network address itself we register the network from the NHRP spoke2 network, the spoke2
tunnel network, and the connected network to perform the test.

d. In the figure 18 the results of routing BGP hub, spokel and spoke2.

Figure 18. Result of routing BGP hub, spokel and spoke2
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3.3 IPSec configuration

The steps for IPSec configuration on a dynamic multipoint virtual private network are as follows:

a.
b.
C.
d.

e.

The first step is to configure the IP address as in point 3.1 part a.

The second step is to configure a dynamic multipoint virtual private network like point 3.1.

The third step is to configure the border gateway protocol routing as in point 3.2.

Next, configure IPsec on the tunnel hub, spokel, and spoke2. In the figure 19 is the IPSec syntax of the hub,
spokel, and spoke2.

crypto isakmp policy 1

encr aes

authentication pre-share

group 5

crypto isakmp key cisco address ©.0.0.0 ©.0.0.0
crypto ipsec transform-set myset esp-aes esp-sha-hmac
crypto ipsec profile dmvpn-protect

set transform-set myset

Figure 19. The IPSec syntax of the hub, spokel, and spoke2

Figure 19 describes the IPSec configuration, the first step that is configured for IPSec is to perform crypto
ISAKMP (Internet Security Association and Key Management Protocol) policy 1 which is a security protocol,
then perform AES encryption, which is an encryption algorithm to encode messages into a form that cannot be
read. Then for pre-shared authentication, which functions as key authentication for third parties. The IPsec
transform is to do a combination of esp, SHA, and HMAC, then configure IPsec on each tunnel profile.

Then displays the IPSec results on the hub, spoke 1, and spoke 2. Figure 20 IPSec hub results, 21 IPSec spokel
results, and 22 IPSec spoke?2 results.

-8, local add

Figure 21. IPSec spokel results
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Spoke2#show cr ipsec sa

Figure 22. IPSec spoke2 results
3.4 Test Parameters

This study, in measuring network performance using measuring parameters, namely throughput, delay, jitter, and
packet loss. In this measure, additional software is used, namely D-1TG (Distributed Internet Traffic Generator) which
functions for network monitoring and testing. To measure network performance using Routing protocols BGP,
DMVPN, and IPSec. The test parameter used is the network convergence time.

The scenario for this final project is that pcl, pc2, and pc3 perform different data exchanges at the transport
layer such as sending TCP (Transmission Control Protocol) and UDP (User Datagram Protocol) data. When sending
data, the D-1TG software is run on both PCs that will carry out testing. In one example of this case, pc1 hub as sender
and pc2 spokel as a receiver, and vice versa. The command for configuring D-ITG on both the sending and receiving
sides is shown in Figure 23 the network performance will be observed during the data transmission time. The results
of the measurements will be stored in a log file in PC2 spokel.

PC Pengirin
/IT6Send (nengirim paket) -T (Paket yang dikirin) -a (IP tujuan) -C (Paket per second) -c (size paket) -t (Waktu pengiriman per paket) -x file.log (file hasil monitoring)

PC Penering
JITGRecv (menering paket)

/IT&Dec (nenbuat file monitoring) file.log (nama file monitoring)
Figure 23. D-ITG command

In Figure 23, this test uses 2 sending packets, namely UDP and TCP, for packets per second using 250 packets
per second, the packet size used is 3125 bits UDP, 625 bits TCP and packet delivery time is 10000 ms.

3.5 Scenario Analysis Test Results
THROUGHPUT UDP

5082,18

5034,40

UDP No IPSec UDP IPSec
Kbit/s

Figure 24. UDP Throughput Value Results
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JITTER DAN DELAY UDP PAKET LOSS UDP
7,54%
UDP No IPSec UDP IPSec
0,410 4,79%
0,183
0,007 0,007
Jitter Delay
Second
UDP No IPSec UDP IPSec

Figure 25. Results of Packet Loss, Delay, and Jitter UDP Values

Figure 24 and Figure 25 are the results of the trial of sending packets 30 times from UDP No IPSec DMVPN
packets and IPSec DMVPN UDP packets. This test uses UDP packets and for packets per second in this test, it uses
250 packets per second, besides that the package size used in this test is 3125 bits in the calculation of the packet size
used, with reference to the average throughput value of 5Mb with the calculation of 5,000,000 bits / 8 = 625,000 bits
/ 200ps = 3125 bits and with a packet delivery duration of 10000 milliseconds.

It can be seen from the graph in Figure 24 that the throughput value of UDP No IPSec DMVPN is greater than
UDP IPSec DMVPN because in the Bit Per Second (BPS) measurement when transferring data using IPsec it is
necessary to have encapsulation, encryption, and authentication methods on packet delivery to provide security
protection when sending packets. sending, resulting in reduced IPSec UDP throughput value.

The jitter value can be seen in the graph in Figure 25 UDP IPSec DMVPN and UDP no IPSec DMVPN has
the same value. The Delay value shown in Figure 25 UDP IPSec has a higher value than the UDP no IPSec value
because the IPSec method in sending packets to provide security protection when sending makes delays in the delivery
process to the destination causing a high delay value. And the value of packet loss UDP No IPSec DMVPN has a
higher value than UDP IPSec DMVPN because IPSec avoids failure or loss of data sent to its destination by using the
IPSec method, namely encapsulation, encryption, and authentication. Thus reducing the occurrence of data loss when
sending to the destination.

THROUGHPUT TCP JITTER DAN DELAY TCP
1139,16 TCP No IPSec TCP IPSec
0,185 0,187
1105,20
0,007 0,007
TCP No IPSec TCP IPSec Jitter Delay
Kbit/s Second

Figure 26. TCP Delay, Jitter, and Throughput Value Results

PAKET LOSS TCP

0,00 0,00
% %

TCP No IPSec TCP IPSec

Figure 27. TCP Packet Loss Value Results

Figure 26 and Figure 27 are the results of the trial of sending packets 30 times from TCP No IPSec DMVPN
packets and TCP IPSec DMVPN packets. This test uses TCP packets and for packets per second in this test, it uses
250 packets per second, besides that, the package size used in this test is 625 bits in the calculation of the packet size
used concerning the average throughput value of 1Mb with the calculation of 1,000,000 bits / 8 = 125,000 bits / 200ps
= 625 bits and with a packet delivery duration of 10000 milliseconds..

It can be seen from the graph in Figure 26 that the throughput value of TCP No IPSec DMVPN is greater than
TCP IPSec DMVPN because in the Bit Per Second (BPS) measurement when transferring data using IPsec it is
necessary to have encapsulation, encryption, and authentication methods on packet delivery in order to provide
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security protection when sending packets. make the delivery so that the impact of reducing the value of TCP IPSec
DMVPN throughput.

The jitter value is shown in the graph in Figure 26 TCP IPSec DMVPN and TCP No IPSec DMVPN have the
same value. The delay value shown in Figure 26 TCP IPSec DMVPN has a higher value than the TCP No IPSec value
because the IPSec method in sending packets provides security protection when sending the delay in the delivery
process to the destination causing a high delay value. And in the graph of Figure 27, the packet loss values for TCP
No IPSec DMVPN and TCP IPSec DMVPN have the same value.

4. KESIMPULAN

Based on the results of this study, it shows that IPSec DMVPN has an effect on sending UDP packets which have a
throughput value without IPSec of 5082.18 kbit/s while IPSec's throughput value is 5034.40 kbit/s. The value of packet
loss No IPSec has a value of 7.54% while IPSec has a value of 4.79%. The jitter value of No IPSec and IPSec has the
same value so it has no effect and the delay value of No IPSec has a value of 0.183s while the value of IPSec delay is
0.410s. Sending TCP DMVPN packets has a No IPSec throughput value of 1139.16 kbit/s while the IPSec throughput
value of 1105.20 kbit/s. The value of packet loss No IPSec and IPSec have the same value so it has no effect. The
jitter value of No IPSec and IPSec has the same value so it has no effect and the No IPSec delay value has a value of
0.185s while the IPSec delay value is 0.187s. IPsec security tunnel with BGP protocol causes decreased throughput
and packet loss compared to without IPsec implementation we need to consider for security method when setting up
DMVPN network for acceptable network performance.
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